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Abstract: In recent times, the concept of smart cities has gained traction as a means to enhance
the utilization of urban resources, delivering sustainable services across sectors like energy,
transportation, healthcare, and education. Applications for smart cities leverage information
and communication technologies (ICT), particularly the Internet of Things (IoT), cloud
computing, and fog computing. By merging these technologies with platforms like the
metaverse, cities can improve service delivery and create more engaging experiences for
residents. The metaverse, in this context, serves as a virtual space for interactions between
citizens and city authorities, contributing positively to urban planning and management.
Nonetheless, data security and privacy remain significant challenges for smart cities
implementing these technologies. To address this, blockchain-based security solutions can be
effective in supporting sustainable smart city applications. By integrating 10T, fog computing,
and cloud services into a blockchain framework, it’s possible to establish a secure and advanced
platform for the creation and deployment of applications aimed at sustainable urban
development. This paper proposes a conceptual model that combines 10T, fog, and cloud
technologies within a blockchain structure, enabling smart city applications to harness the
strengths of each technology, thereby optimizing operations, improving service quality, and
ensuring robust security.
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1. Introduction

Urban centers are increasingly being reimagined as futuristic, intelligent hubs,
often termed smart cities [1]. These cities are designed around core principles such as
innovation, urbanization, enhanced quality of life (QoL), and sustainability. However,
the rapid pace of population growth and urban expansion introduces significant social,
economic, environmental, and technical challenges that threaten urban sustainability.
Researchers suggest that smart cities can mitigate these issues by addressing problems
like traffic congestion, healthcare access, air pollution, waste management, and
resource scarcity. Consequently, governments are actively adopting intelligent
frameworks to optimize resource utilization in urban areas [2].

The advancement of technologies such as the Internet of Things (loT), cloud
computing, fog computing, and software systems has been instrumental in driving
smart city development. 10T enables seamless communication among physical devices,
including sensors and actuators, forming interconnected networks that serve as the
foundation of smart cities. To support these applications, robust cloud computing
infrastructure is essential, providing scalable, on-demand computing power, data
storage, and advanced software services. Fog computing further enhances these
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capabilities by offering real-time processing, improved location awareness, and better
mobility and communication support for smart city applications [3]. Together, these
technologies create a versatile platform for developing a wide range of applications
aimed at optimizing urban services. By integrating 10T, fog, and cloud technologies
into a unified system, a sophisticated framework emerges, enabling the creation and
deployment of diverse smart city applications [4]. In this ecosystem, all urban
components (vehicles, individuals, buildings, roads, hospitals, and utilities) are
equipped with 10T, fog, and cloud technologies, along with intelligent programs, to
enhance the efficiency of smart city operations.

Recent advancements in digital technologies, including 10T, fog computing, cloud
computing, and cyber-physical systems, have transformed smart city applications [5].
These innovations are critical for managing urban information efficiently, fostering
economic growth, and improving sectors like tourism and transportation [6].

In scenarios requiring immediate response, such as fire emergencies, patient
monitoring, and real-time controls dependent on location, latency, and security,
advanced computing paradigms like fog computing are indispensable. Fog computing
complements cloud computing by operating closer to I0oT devices, making it highly
effective for smart city applications [7]. By embedding fog technology into cloud
systems and 10T networks, data processing can occur near the source of data generation,
reducing the need for extensive data transmission to the cloud. This approach
minimizes network congestion, lowers bandwidth usage, and conserves energy [8].

The integration of fog, cloud, and loT technologies creates a powerful platform
for developing and deploying smart city applications. This platform leverages the
strengths of 10T devices, fog nodes, and cloud services to enhance performance and
functionality. However, trust in this platform is crucial for its success. Without
reliability, the applications cannot provide the necessary support for smart cities [9].

As smart city technologies evolve, they generate and transmit vast amounts of
data, raising concerns about data security and privacy. Blockchain technology has
emerged as a foundational solution to these challenges [10]. It has the potential to
transform smart city infrastructure, enabling secure and sustainable ecosystems for IoT
applications. However, these advancements also introduce new challenges alongside
opportunities [11].

Security remains a critical issue in smart cities due to the reliance on information
technology (IT). Recent research has explored blockchain as a secure platform to
address IT-related challenges in urban environments. Blockchain also enhances
transparency and data traceability within decentralized networks. A unified system
combining loT, fog, cloud, and blockchain allows smart city applications to harness the
strengths of each technology, improving operational efficiency, service quality (QoS),
and security. This paper introduces an integrated platform that combines 10T, fog, and
cloud technologies within a blockchain framework to enhance smart city applications.
We demonstrate how blockchain can effectively resolve security challenges in this
integrated platform.

This article examines the convergence of fog, cloud, 10T, and blockchain
technologies in the context of sustainable smart city development. While exploring the
benefits of integrating these technologies, we also address the persistent challenge of
data security. We propose blockchain as a viable solution to the security issues inherent
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in the loT-fog-cloud framework, paving the way for sustainable 10T applications in
smart cities.

From this analysis, we propose a sustainable conceptual framework that leverages
fog computing, cloud computing, and 10T devices to collect and process critical data.
This framework incorporates blockchain technology to ensure cybersecurity, data
integrity, and privacy in smart city applications. The platform enables the digital
analysis of loT-generated data, storing results in decentralized cloud repositories via
fog computing, all secured by blockchain technology to support smart city initiatives.

Additionally, the proposed architecture adopts a layered approach, enabling the
creation of a sustainable incentive model that could promote secure smart city
applications. The article is structured as follows: Section 2 discusses the integration of
loT, fog, and cloud technologies, along with a review of relevant literature. Section 3
provides an in-depth exploration of blockchain technology. Section 4 introduces the
proposed model, and the final section concludes with a summary and closing remarks.

2. Concepts and related works

2.1. Smart city

The primary aim of a smart city is to improve residents’ quality of life (QoL),
optimize urban resource utilization, foster sustainability, and reduce environmental
impact. Achieving these objectives requires the implementation of cutting-edge
optimization techniques and technological innovations. Numerous cities across the
globe are striving to transition into smart cities, motivated by challenges such as rapid
population expansion, underdeveloped land areas, energy limitations, resource scarcity,
economic advancement, and the imperative for environmental preservation. The
creation of smart cities demands sophisticated, interactive management of essential
urban systems and infrastructures, encompassing energy grids, communication
networks, water supply systems, transportation networks (roads, highways, vehicles,
airports), healthcare facilities, and critical structures like bridges, tunnels, and subways
[12]. This ambitious vision is made possible through the integration of information and
communication technologies (ICT), which streamline and enhance the provision of
services to citizens.

2.2. 10T, fog, and cloud

The 10T, fog, and cloud are rapidly evolving technologies that hold immense
potential for application in smart cities. When integrated, these technologies can
significantly boost the overall efficiency of urban systems. Figure 1 illustrates a model
showcasing the integration of these technologies for smart city applications. Fog-based
platforms enhance the loT-cloud framework by deploying small fog nodes at the
network’s edge, closer to 10T devices. Many smart city applications demand real-time
control and localized services, which fog computing provides by bridging the gap
between loT devices and distant cloud servers [3].

For smart city applications, fog architectures are primarily categorized into two
types: flat and hierarchical. In a flat fog architecture (as shown in Figure 1), all nodes
perform similar functions and connect directly to 10T devices, with the fog layer
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positioned between the 10T and cloud layers. In contrast, hierarchical fog architecture
(depicted in Figure 2) organizes fog nodes into multiple levels, each with varying
capabilities. This hierarchical structure is preferred for its efficient communication and
operational effectiveness, making it suitable for diverse smart city applications [13].

Smart city applications

Eeh%h B

Cloud server J

ToT devices

Figure 1. Integration of 10T, fog, and cloud for smart city applications (flat fog
architecture).

IoT devices

Figure 2. Integration of 10T, fog, and cloud for smart city applications (hierarchical
fog architecture).
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In a hierarchical setup, fog nodes are arranged in multiple tiers, facilitating
communication and service delivery between 10T devices and the cloud. This creates
several intermediary layers of fog nodes, where each level interacts with and activates
services for both its upper and lower levels [14]. For example, in a two-level fog
architecture designed for smart traffic lights or buildings, lower-level fog nodes handle
functionalities specific to individual buildings or traffic lights, while higher-level nodes
manage services for an entire neighborhood. While fog nodes are typically static, such
as computers or routers, they can also be mobile, as seen in UAV-based fog systems
[15].

Figure 3 presents the architectural layers of the integrated platform for smart cities
[16]. Within this loT-fog-cloud framework, l0T provides services like Sensing-as-a-
Service (SaaS) and Configuration-as-a-Service (CaaS). Fog computing enhances these
offerings by delivering localized, responsive services such as device control, data
streaming, data caching, and location-based support.

Smart city application layer
Cloud computing layer

Fog computing layer

loT network layer

loT data aggregation layer

Figure 3. loT-fog-cloud platform layers in smart cities [16].

Cloud computing also plays a vital role in the integrated platform, offering
services like Software as a Service (SaaS). This allows developers to leverage cloud-
based software for advanced functionalities such as data mining, machine learning
(ML), decision support, and optimization tasks that demand substantial computational
resources. Additionally, cloud computing provides Platform as a Service (PaaS),
enabling developers to deploy applications directly onto the cloud infrastructure.

2.3. Related works

Currently, many cities in the developed world are progressing toward the
implementation of smart city technologies. Notable examples include London,
Stockholm, Dubai, New York, Barcelona, Hong Kong, Amsterdam, Singapore,
Tokyo, Paris, and Copenhagen [17]. It is important to recognize that the term “smart
city” can have different interpretations depending on cultural, economic, and
geographical contexts. The significance of the smart city concept may vary from one
location to another, influenced by factors such as growth rates, aspirations for
improvement and reform, and the opportunities and expectations of residents. For
instance, a smart city in India may differ significantly from those in countries like
Russia, China, or the USA, as each region has unique needs shaped by the lifestyle of
its citizens and its geographical characteristics [18].

The recognition and adoption of integrated technologies, such as fog, cloud, and
10T, have been integral to real smart city projects around the globe. Some smart cities
have acknowledged the value of employing loT-based fog computing and cloud



Metaverse 2025, 6(2), 3367.

integration to enhance their applications. Among the countries leading in smart city
implementation, Spain stands out as one of the pioneers, currently boasting
approximately 80 smart cities [19].

Barcelona, in particular, is focusing on utilizing fog computing to advance its
smart city applications. The city emphasizes fog computing initiatives for various
aspects, including energy management, access control, event-based video monitoring,
traffic management, and on-demand connectivity. Similarly, Denver is investing in
loT solutions to develop its smart city programs. City officials have recognized the
critical role of fog computing in their plans. “We see fog computing as a critical tool
for enabling advanced digital applications that will enrich the experiences of the
region’s businesses, citizens, and visitors in the future,” stated Jake Rishavy, Vice
President of Innovation for Denver South [16].

Numerous studies have explored the use of an integrated platform combining fog,
cloud, and loT technologies. One significant application within smart cities is
electronic healthcare systems. For instance, a study examines the use of an integrated
Fog-Cloud-loT platform for real-time remote diagnosis of cardiovascular diseases
[20]. Extensive research efforts have focused on various applications and technologies
pertinent to smart cities and urban areas. In this section, we review relevant studies
related to the subject of this article, categorizing them into four main areas: 10T, cloud,
fog, and their integration.

A detail analysis of various smart city technologies, data management strategies,
and security challenges is provided in a study [21]. The network architecture and
communication protocols for smart city systems are explored [22]. A study explores
urban applications of wireless sensor networks (WSN) (a key element of the 10T) with
an emphasis on monitoring and network challenges [23]. Several studies [24—26] have
investigated a wide range of challenges faced by smart cities utilizing loT
technologies. Furthermore, a study examines the role of big data in smart city cloud
services [12]. The significance of fog computing in smart cities has been highlighted
in various studies [27], including proposals for multi-level hierarchical fog
architectures designed for big data analysis in urban environments [28]. A thorough
review of fog computing applications in smart cities is presented in the literature [29].
Additionally, a classification framework and potential applications for managing fog
computing systems are explored in the study [30].

The studies mentioned above have been evaluated based on their architectural
design, location-specific implementations, and maintenance requirements. The study
examines fog computing applications in smart cities, including case studies from
multiple urban environments [31]. The study reviews enabling technologies for fog
computing in smart cities [32]. Other studies have addressed specific aspects of fog
computing, such as architecture, security, and challenges in smart city applications
[33-35]. The study examines IoT communication protocols for integration with fog
and cloud technologies [36]. The study investigates the technical advantages of
integrating loT, fog, and cloud technologies [37].

In this study, we propose a novel model that integrates loT, fog, and cloud
technologies within a blockchain-based platform tailored for smart cities. This model
not only harnesses the strengths of 10T, fog, and cloud systems but also incorporates
blockchain technology to address critical security requirements, ensuring a robust and
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secure framework for smart city applications.

3. Blockchain technology

Per the National Institute of Standards and Technology (NIST), blockchain is
characterized as a decentralized and immutable distributed ledger system that functions
without central oversight. In this framework, every node in the blockchain ecosystem
retains a copy of the ledger (or database). The technology utilizes a peer-to-peer
network model to enable decentralized and distributed computing, which aims to
enhance data sharing throughout the network. Notably, blockchain is not a standalone
technology; it comprises multiple core technologies, including distribution,
cryptography, consensus mechanisms, and smart contracts [38].

Currently, the distinctive features and functionalities of blockchain have drawn
the attention of researchers interested in its potential applications across multiple
domains such as manufacturing, insurance, finance, energy, and smart cities. A
blockchain network is constructed from a sequence of “blocks” linked together, as
depicted in Figure 4. Each block holds encrypted transactions (data) [39].

Block n

Block n+1

Block header hash

Block header hash

Previous block header hash

L

Previous block header hash

Nonce Nonce
Hash [(HashT1, Hash T2), Hash (HashT3, Hash T4)] Hash [(HashT1, Hash T2), Hash (HashT3, Hash T4)]
Hash (HashT1, Hash T2) | Hash (HashT3, Hash T4) Hash (HashT1, Hash T2) | Hash (HashT3, Hash T4)
Hash T1 Hash T1 Hash T1 Hash T1 Hash T1 Hash T1 | Hash T1 Hash T1
T1 T2 T3 T4 T1 T2 T3 T4
Time stamp Time stamp

Figure 4. Blockchain structure.

Blockchain serves as a robust framework for ensuring data protection,
decentralization, and distributed databases through its ledger structure (database),
decentralized consensus protocols [40], smart contracts [41], and encryption of data
[42]. All transaction records are stored within distributed blocks, making them
immutable, which helps prevent alteration or tampering. This immutability is a vital
characteristic that enhances network reliability and assists smart cities in tackling IT
iSsues.

Each block within the blockchain includes data (transactions) that are
disseminated across the network to ensure that the information remains accessible to
all nodes (distribution feature). Furthermore, each block contains a “block header” that
holds essential details such as the hash from the preceding block header, the creation
timestamp of the block, a nonce, and the hash of the current block. A hash is produced
by a hash function, while the nonce acts as an incremental counter included in the block
header during the creation of a new block, enabling it to achieve the targeted hash by
hashing all the block’s data.

To validate transactions in the blockchain, network nodes engage in a consensus
process [40]. After confirming a new transaction, this action leads to the formation of
a new block that incorporates a set of preceding transactions. This newly created block
is then propagated and stored across all network nodes. The integrity of the blocks and
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transactions established in the blockchain is maintained, offering a substantial benefit
in mitigating data security concerns within smart cities. A consensus mechanism is
utilized to authenticate newly added blocks, with various algorithms being proposed
for different consensus methods utilized across blockchains [41].

4. Proposed model: Blockchain-based integration of 1oT-fog-cloud

4.1. 1T challenges and blockchain solutions
A. Challenges

Data security: To enhance urban management and provide better public
services, effective data collection and analysis are essential. The integrity
and reliability of this data are crucial, as unauthorized alterations can lead to
severe consequences and undermine the validity of data analysis. Thus,
ensuring data security presents a significant challenge in smart cities, where
vast amounts of data are generated.

Centralized systems: The complexity of applications and the number of
devices in smart cities are increasing exponentially. 10T networks, as the
backbone of information technology, continuously generate large volumes
of data. In traditional centralized systems, all data is stored on a single
server, which creates a single point of failure (SPoF) and raises the risk of
data loss. Additionally, 10T nodes in smart city networks require flexibility
to connect to or exit the network as needed. Therefore, decentralized
systems are more appropriate for smart cities than conventional centralized
systems.

Non-distributed databases: Citizens seek transparency, democracy, and
participation in urban governance. Consequently, governments must share
specific information, such as decision-making processes and environmental
data, with the public. Sharing citizens’ personal data, organizational data,
and loT-generated data can enhance city decision-making and management.
However, traditional systems, which store data centrally, not only risk data
loss but also fail to provide the transparency necessary for data review and
tracking. As a result, conventional non-distributed systems cannot
effectively support transparency, democracy, and public participation in
smart cities.

B. Solutions

Blockchain-based security models can effectively address security challenges in
smart city applications. Below are the proposed solutions to the IT challenges
discussed earlier:

Encryption and hashing: This approach addresses data security challenges.
In a blockchain, data security is maintained through encryption and hashing
techniques. Every transaction is secured by digital signatures, and data
blocks are interconnected using a hash function, which performs one-way
encryption. The hash function accepts input of any length and generates a
fixed-length string as output. A minor change in the input data results in
significant changes in the hash output. Therefore, if data in any block is
altered, it affects all subsequent blocks, ensuring data immutability. This
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feature of blockchain is crucial for maintaining data security in smart cities.

e Decentralization: This solution counters the centralization challenge.
Centralized systems for data aggregation and utilization inherently rely on a
central authority for transaction authentication, which can lead to reduced
system performance and higher costs. In contrast, blockchain operates
without a centralized third party. Peer-to-peer networks in public
blockchains function in a fully decentralized environment, enabling trust
among unknown or unreliable nodes. Private blockchains, while operating
in a closed and secure environment, utilize access control schemes to
establish trust. All blockchain systems leverage decentralization to maintain
data integrity and eliminate single points of failure.

e Distributed database: This solution tackles the non-distributed database
challenge. Before a block is added to a blockchain network, all network
nodes validate the block using consensus algorithms to reach a collective
agreement. This process democratizes decision-making, as each node in the
blockchain system contributes to the validation process. Moreover, each
node is assigned an alias address to protect user identities, which is crucial
for applications requiring user privacy. Since all transaction records are
stored in a blockchain (akin to a general ledger or database) transparency is
inherently maintained, with records equally distributed and accessible to all
nodes in the network.

4.2. Proposed model

One of the primary advantages of blockchain is its ability to facilitate agreements
among a group of institutions without needing a third party. In this context, the agreed-
upon activities are recorded and securely shared across the network. Blockchain
leverages a shared general ledger that is distributed among entities or users, utilizing a
peer-to-peer network and cryptographic techniques for security. Consequently, once
transactions are added to the blockchain, they become immutable and cannot be altered.

Additionally, the intrinsic features of blockchain enable the establishment of
traceable audit trails, quantifiable components, and access to precise information about
recorded transactions. This functionality allows for the validation, tracking, and
accurate measurement of data within the blockchain network, making it highly effective
for integrating diverse 10T, fog, and cloud systems managed by various organizations
in a smart city. Such integration fosters a high degree of trust between organizations
and their users.
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Figure 5. Blockchain-based proposed model based on loT-fog-cloud layers in smart cities.

The proposed system model is depicted in Figure 5. In this framework, data
collected from 10T systems (servers) across different regions of the smart city is stored
using blockchain technology in an encrypted format. This data is distributed across
databases within the fog, cloud, and application layers. The blockchain-based storage,
operating within a peer-to-peer network and distributed databases, ensures that data can
be traced across the system without the risk of tampering. In this architecture,
blockchain extends from the edge of the 10T network layer through to the application
layer, providing a secure and transparent foundation for data management.

A. Data flow

Figure 6 illustrates the data flow in the proposed model. In the first layer, where
sensors and 10T devices are located, environmental data is collected and transmitted as
binary data packets to the 10T network gateways. Thanks to the layered architecture of
the model, these binary data packets are forwarded to fog servers and subsequently to
the cloud.

10
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Within the cloud system, a blockchain network is established. In this environment,
the data packets are processed according to blockchain protocols, which convert them
into encrypted hash data. This encrypted data is then distributed throughout the
network, functioning as a distributed ledger or database. Users and applications can
access this distributed database through the blockchain-based cloud system, ensuring
secure and efficient retrieval of information.

B. Requirements

The 10T framework is pivotal in revolutionizing urban areas by improving aspects
of city life such as energy efficiency, power distribution networks, waste management
systems, transportation solutions, and safety protocols. While 10T provides insightful
data to inhabitants and infrastructures, blockchain technology plays a key role in
tackling data security issues, offering transparency and traceability. For a highly
effective utilization of a unified platform catering to smart city services, several
essential conditions must be fulfilled.

A primary challenge lies in the amalgamation of diverse 10T elements and devices,
including sensors, actuators, wearable technology, and automation tools, alongside
indispensable software services. This unified platform must be adaptable, scalable, and
secure to meet the escalating needs of smart city initiatives. Furthermore, it should
adeptly manage various components, mobile devices, and unpredictable operational
environments.

Considering the substantial volume of data generated in urban areas, integrated
platforms must effectively process big data and exploit it at different tiers. Immediate
responsiveness is also vital, as numerous smart city solutions necessitate prompt
decision-making and interventions. Most of these services require an integration of

11
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current optimization features, which typically depend on considerable cloud computing
resources for both storage and processing tasks.

Unified platforms enable direct access to cloud resources while efficiently
utilizing fog computing for data handling, real-time assistance, and information
consolidation. This strategy also offers adaptability in various optimization levels. The
type of optimization necessary is influenced by elements like productivity, availability
of time, and precision, with data volume processed significantly affecting the required
resources.

To adequately tackle optimization in smart cities, three essential elements need
differentiation: 1) efficiency, 2) optimization, and 3) data management. The influence
of these components varies based on the attributes and constraints of the needed
services. Additionally, numerous smart city applications engage with decision-making
processes or multi-objective optimization challenges. Hence, considering the intricate
features, structure, and resources of the unified platform, it is vital to implement
intelligent and adaptable decision support systems to facilitate suitable solutions. This
need intensifies as the quantity of data collected and concerns demanding attention
increase. The integration of pre-processing decision support can significantly enhance
the effectiveness of smart city solutions. Moreover, decision-making and optimization
strategies should have clearly defined objectives to steer their methodologies
appropriately.

C. Advantages and disadvantages

The main benefit of combining fog, cloud, and 10T technologies for smart city
initiatives is the capability to transfer data from loT devices to cloud servers through
fog nodes with minimal latency. This configuration facilitates real-time data sharing
and processing via distributed fog nodes in smart city settings. Implementing these
integrated technologies on a blockchain platform greatly improves aspects such as data
security, integrity, and reliability.

On the downside, there are challenges associated with this setup. If fog nodes do
not have adequate resources and energy to manage incoming data volumes, it may lead
to delays in data transmission and processing at cloud servers. Such delays can
profoundly influence essential smart city applications, especially in critical sectors like
healthcare. Moreover, the need for blockchain infrastructure adds the requirement for
additional hardware, consequently driving up costs due to its decentralized nature.

While the synergy of fog and cloud technologies with 10T on a blockchain
platform provides advantages like rapid data transfer and secure processing, these
benefits are accompanied by increased demands for resources and energy.

In conclusion, the integration of fog, cloud, 10T, and blockchain within smart
cities brings both benefits and drawbacks, alongside a range of challenges and
opportunities. These aspects need thorough consideration based on the significance
and sensitivity of the smart city applications in question, ultimately resulting in a
necessary balance between performance and resource allocation.

5. Platform challenges

While the integration of fog, cloud, 10T, and blockchain technologies offers
numerous advantages for smart city applications, it also presents several challenges

12
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that need to be addressed, including reliability, heterogeneity, and integration
effectiveness. These challenges warrant careful consideration.

To better understand these issues, we will examine them in two distinct sections:
Challenges of Fog/Cloud/1oT Integration and Challenges of Blockchain Integration.

5.1. Fog/cloud/loT challenges
1) Reliability

For loT-based smart city applications to operate accurately and reliably,
uninterrupted availability is critical. To avoid service disruptions or failures, it is
essential to ensure the reliability and fault tolerance of both the applications and the
infrastructure that connects the distributed components of fog, cloud, and 10T systems.
Numerous studies have proposed solutions to tackle these challenges, many of which
depend on the availability of extensive computing and storage resources.

To improve network reliability and fault tolerance between IoT nodes and fog
systems, various solutions have been developed. These solutions primarily emphasize
efficient resource management and fault tolerance mechanisms, especially for
advanced and intricate fog computing architectures, such as multilayer structures.
Resolving these issues is crucial for maximizing the performance and dependability
of smart city applications.

2) Cost

The systems implemented in a smart city must be designed, developed, and
operated efficiently and economically, as the integrated framework of cloud, fog, and
0T supports the services provided. Leveraging economies of scale can lead to cost
reductions, particularly by creating and utilizing more integrated systems for various
programs across different smart cities.

Additionally, designing modular structures can lower software development
costs, as modules can be reused across different applications that require them.
Employing advanced independent operational tools and controls can also minimize
the need for manual monitoring and human intervention in the technology integration
system, thereby significantly reducing operational costs.

3) Heterogeneity

In the 10T network, devices such as sensors, actuators, wearable sensors,
surveillance cameras, mobile robots, personal smart devices, and drones are
heterogeneous and serve various smart city applications. Their performance varies due
to differences in processing, communication, and storage capabilities. In an integrated
system, fog nodes can also be heterogeneous regarding their capabilities and services
and may be deployed in different locations based on their specific communication
capabilities. This diversity can pose difficulties for the effective use of integrated
systems in smart city applications.

To address these challenges, employing abstract and modular concepts can be
beneficial in managing heterogeneity. Careful design of interfaces that take into
account the various capabilities of 10T devices and the software modules they utilize
can significantly enhance interoperability and overall system performance.

4)  Security and privacy
The integration of fog, cloud, and 10T technologies represents a shift from a

13
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centralized model, where computing services, data storage, and software operations
are managed by a single system, to a distributed model. This transition brings about
significant challenges related to security and privacy.

In distributed systems, ensuring compliance and the ability to verify security and
privacy are paramount. As services are distributed across multiple platforms and data
transmission within connected networks increases, smart city information becomes
more vulnerable to a wide array of threats and security breaches.

To successfully implement integrated systems for smart city applications, it is
essential to incorporate strong and efficient security and privacy mechanisms. These
measures are vital to safeguarding the integration components and the services
provided, ensuring a secure and reliable environment for smart city operations.

5) Integration efficiency

Another major challenge in implementing the integrated system is achieving
optimal efficiency in connecting 10T devices with fog and cloud computing nodes and
services for smart city applications. The diverse range of loT devices, fog nodes, and
cloud services often come with varying interfaces and connectivity limitations,
complicating the integration process.

To ensure seamless operation, an integrated system may require additional
services or adapters, which can reduce integration efficiency and potentially affect the
overall performance of the applications. As a result, designing and managing effective
yet efficient integration models becomes a complex endeavor.

One potential solution to address the integration of 10T devices and fog nodes is
system standardization. Standardization can simplify connections and improve
compatibility among the diverse components, thereby enhancing the efficiency of the
overall integration process.

6) Mobility

In smart city environments where mobility is a critical factor, such as in vehicular
systems, fog computing nodes are essential for ensuring uninterrupted connectivity
and efficient network communication. These nodes enable interactions between
mobile devices and 10T components, 10T devices and fog/cloud nodes, as well as
among fog nodes themselves. However, supporting mobility introduces challenges,
such as maintaining stable connections and addressing inefficiencies in resource
utilization, particularly in dynamic systems like drones or autonomous vehicles. To
overcome these challenges, real-time monitoring of connections and the
implementation of efficient data delivery mechanisms are vital for system success.
Additionally, enabling seamless service migration across fog nodes while meeting key
performance metrics like reliability and low latency is crucial for effective mobility
support [43].

7) Communication technologies

Integrating all components within a unified system often requires the use of
multiple communication technologies, as relying on a single type is rarely sufficient.
Typically, the communication channels connecting fog and cloud nodes differ from
those used elsewhere. In terms of resource availability and energy consumption, fog
and cloud nodes are far less constrained compared to IoT devices. Certain applications
require interactions between loT devices with varying capabilities, necessitating the
adoption of diverse communication protocols and technologies. This heterogeneity
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introduces additional challenges in the design and deployment of such systems. As a
result, smart city initiatives must be carefully planned and executed to accommodate
the wide range of communication technologies involved.
8) Supervision and management

Smart city networks comprise thousands of 10T devices, hundreds of fog nodes,
and multiple cloud systems, all of which must work together to ensure seamless
connectivity and application functionality. To enable the smooth operation of these
applications, the network must deliver a variety of functions. Effective and efficient
communication within these networks relies heavily on robust monitoring and
management systems. Advanced tools are essential for overseeing and controlling
such large-scale networks. The deployment of sophisticated dashboards and
monitoring solutions depends on the network’s size and complexity. These tools play
a critical role in maintaining the integrity of network components, simplifying
reconfiguration processes, and identifying performance bottlenecks to ensure optimal
network performance.
9) Real-time support

In smart city environments, fog nodes are often positioned near 10T devices,
where data is produced and immediate actions are frequently needed. This proximity
is a key benefit of fog nodes, as it enables them to deliver real-time support for 10T-
based applications. By leveraging local system resources, fog nodes can facilitate real-
time functionality for these applications [3]. However, the limited resources of fog
nodes may hinder their ability to provide adequate real-time support as workloads
increase, diminishing their overall effectiveness. One potential solution to this
challenge is fostering active collaboration among multiple fog nodes. Such
cooperation can enhance load balancing across the network, preventing situations
where some nodes are overloaded while others remain underutilized, thereby
achieving a more balanced network state [44]. It’s important to recognize, however,
that implementing this mechanism involves complex processes, such as enabling fog
nodes to monitor each other’s loads, developing efficient replication and migration
strategies, managing resources collectively, and optimizing service and resource
allocation to ensure effective load balancing.

5.2. Blockchain challenges

There are several challenges in integrating blockchain with smart city aspects,
which are [45]:
1)  Uncertainty

Blockchain technology is still a relatively new concept and as a result, viable
blockchain models are scarce. This challenge is an obstacle to blockchain because it
increases uncertainty.
2) Failure to display the identity of citizens

In blockchain networks, users typically operate under pseudonyms to maintain a
degree of anonymity, which introduces privacy concerns. While these pseudonyms
make users difficult to trace, ensuring their anonymity, the inherent transparency of
blockchain technology means that all transactions are publicly visible. This
transparency persists even though each user is linked to a public alias address, which
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serves as their identifier within the network [46].
3) Standardization

There is a lack of uniformity in the design of blockchain networks. This can create
challenges during implementation as the platforms used for implementation include
multiple partners from different sectors. For different use cases and different
blockchain applications, the lack of a strong integration layer and blockchain
standardization is observed [47].
4)  Legal uncertainty

Several complex jurisdictional challenges can be presented in relation to the
creation and operation of blockchain networks [48]. This is because blockchain-based
applications sometimes lack a thorough understanding of the governing laws and
regulations.

5.3. Scalability

We examine the issue of scalability in the proposed platform in two parts. The
first part deals with scalability in cloud, fog, and 10T technologies and the second part
deals with the infrastructure used for these technologies, i.e., blockchain.

5.3.1. Fog/cloud/IoT scalability

In a unified platform that integrates fog, cloud, and loT, data storage is primarily
managed by cloud computing, which also provides scalable, on-demand computing
resources for smart city applications. Fog computing complements this by enabling
the creation of large-scale, scalable IoT networks to support these applications. To
achieve scalability, smart city systems can adopt either flat or hierarchical fog
architectures. While flat architectures are simpler and easier to manage, hierarchical
architectures introduce several challenges. These include determining the optimal
number of levels, identifying the necessary services for each level, and allocating
appropriate resource capacities to fog nodes at each level [16].

The choice of architecture plays a critical role in the scalability of the fog-cloud-
IoT integration platform. While hierarchical structures offer greater flexibility, they
can also introduce complexity, potentially impacting the performance and efficiency
of smart city applications. To address these challenges, services must be strategically
assigned to levels based on their resource requirements. Misplacement of services can
lead to increased network traffic and unnecessary system loads, ultimately degrading
application performance. Therefore, careful placement of services at the most suitable
levels is essential to address scalability challenges, manage network traffic, and
optimize system load. This approach ensures that scalability aligns with both the
functional and non-functional requirements of smart city applications. Additionally,
the resource capacities of fog nodes at each level must be carefully selected to support
current service demands while accommodating future scalability needs.

5.3.2. Blockchain scalability

A key challenge in realizing the potential of blockchain technology is blockchain
scalability [49]. Various factors such as cost and capacity, network and global define
blockchain scalability.
=  Blockchain scalability factors

e  Cost & capacity
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Blockchain scalability requires storing a large amount of data in the block chain.
This issue is an effective factor in blockchain scalability.

e  Networking

In blockchain, each transaction is broadcasted to all nodes and subsequently; after
mining a block, it is re-broadcasted to all nodes. In addition to consuming significant
network resources, this process can also cause an increase in the propagation delay.

e  Operating capacity

The time required to confirm a transaction and the block size for the transaction
represent the throughput of the blockchain. When the network transactions increase,
the block size will also increase, thus requiring more resources.
=  Factors affecting scalability in blockchain

Scalability in blockchain is influenced by four factors: constraints, transaction
costs, block size, and response time:

e Limitations

When processing a new transaction, information about the transaction is added
to the ledger by each node. The increase in transaction history can create a big
challenge for the whole system. Meanwhile, all data should be carefully preserved in
the blockchain network. Because blockchain also faces limitations in terms of
hardware, therefore blockchain scalability problems are created due to hardware
limitations.

e  Block size

The process of executing transactions by increasing the number of transactions
in blockchain networks leads to an increase in transaction execution time. In addition,
the increase in the number of transactions leads to an increase in the block size and
thus affects the scalability.

e  Response time

All transactions in the blockchain network should go through a validation
process. As the number of transactions increases in general, they have to wait for
longer periods for validation.
=  Blockchain scalability solutions

However, various scaling challenges in blockchain can be tackled with smart
solutions [50].

e  Better consensus mechanisms

Improving consensus protocols in the blockchain network is one of the most
commonly recommended solutions to the blockchain scalability challenge.

e  Crushing

Sharding is a well-established approach to tackling the blockchain scalability
issue as an on-chain solution. It involves dividing transactions into smaller, more
manageable data sets known as “shards.” Rooted in the principles of distributed
databases, sharding stands out as one of the most impactful layer 1 scaling solutions
for blockchain networks. By distributing the workload across multiple shards, it
enhances transaction throughput and overall network efficiency while maintaining the
integrity and security of the blockchain.

e  Nested blockchain

A decentralized network infrastructure leverages the main blockchain to establish
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parameters for the broader blockchain network. It also facilitates the execution of
transactions across an interconnected network of secondary chains. Nested blockchain
is a promising layer 2 solution designed to address the scalability challenges of
blockchain systems. By operating on top of the main chain, it enables faster and more
efficient transaction processing while maintaining the security and decentralization of
the underlying blockchain.

6. Conclusion

The combination of 10T, fog, and cloud technologies offers a robust platform for
developing smart city applications, with blockchain technology enhancing its security.
This paper proposes a blockchain-based model that integrates 10T, fog, and cloud to
support smart city applications while addressing security concerns. In this model, each
technology fulfills specific roles within a secure framework, ensuring comprehensive
functionality for smart city solutions. However, a major challenge lies in managing
this integrated system as a unified entity. While the integration promises significant
benefits, such as optimized resource utilization and improved quality of life (QoL),
these advantages can only be realized after overcoming key challenges and resolving
critical issues.

The fusion of fog, cloud, and IoT is poised to revolutionize the future of the
Internet, enabling innovative applications in smart cities. Examples include smart
homes and communities, efficient resource management, sustainable urban
development, and advanced construction practices. This integration also addresses
challenges associated with “Industry 4.0,” such as data integration, networking,
analytics, and the development of intelligent, self-adaptive, and resilient cyber-
physical systems. Additionally, blockchain technology can be leveraged to tackle one
of the most pressing challenges in smart cities: cybersecurity. By integrating
blockchain with fog, cloud, and 10T, it becomes possible to establish secure,
immutable, and decentralized data management systems. Blockchain ensures reliable
data management and authentication control, addressing the shortcomings of
traditional platforms that often connect IoT devices through insecure channels without
proper authentication. Unlike conventional databases, blockchain restricts
unauthorized access, making it a more secure alternative.

Despite significant progress in integrating fog, cloud, and loT technologies for
smart cities, several challenges remain unresolved. Key areas requiring further
exploration include trust management, identity authentication, privacy protection,
energy efficiency, and the optimal placement of fog nodes across a smart city. These
issues are particularly critical given the potential deployment of thousands of fog
nodes to support smart city applications. Future research directions for designing smart
cities using this integrated infrastructure could focus on the following areas:

1) Computational cost

To enhance the design of heterogeneous 10T networks at the physical and media
access control (MAC) layers, it is essential to reduce computational delays and
minimize end-to-end computational costs. Further research is needed to develop
resource allocation solutions that meet the demands of low latency, wide connectivity,
high reliability, and high data volume for transferring, computing, and storing big data.

18



Metaverse 2025, 6(2), 3367.

Additionally, addressing the challenges of connecting large numbers of 10T devices
with limited radio resources and providing high-speed computing through edge
computing servers requires innovative solutions.
2)  Security of wireless communication networks

Current approaches to securing wireless communication networks still have
limitations. Future research could focus on ensuring secure wireless communication
within the integrated network infrastructure of smart cities. This includes developing
robust security protocols and frameworks to protect data transmission and network
integrity in the context of loT, fog, and cloud integration.
3) Privacy

Authentication and identity protection using advanced security solutions are
critical areas for future research. Strengthening existing security measures, such as
efficient intrusion detection systems, intrusion prevention mechanisms, and the
detection of malicious cyber activities, should be prioritized. These efforts will help
safeguard sensitive data and ensure user privacy in smart city applications.
4)  Application of nano networks

The use of cloud-based nano networks in smart cities, considering parameters
such as bandwidth, hardware resource allocation, energy efficiency, and cost, presents
a promising area for future study. Research could explore artificial intelligence (Al)
and machine learning (ML)-based approaches for efficient management of these
nanogrids. Integrating the 10T-Fog paradigm with cloud computing for nano network
implementation is another topic worthy of investigation.
5) Increasing data processing power

The rapid development of smart city applications generates vast amounts of data
that require efficient processing. For instance, data from smart transportation systems
must be analyzed using big data techniques. As data volumes continue to grow over
time, enhancing data processing capabilities will remain a critical focus for future
research. This includes developing scalable and efficient methods to handle, analyze,
and store large datasets in real time. These research directions aim to address the
existing gaps and challenges in the integration of fog, cloud, and IoT technologies,
paving the way for more efficient, secure, and scalable smart city solutions.
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