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Abstract: In the ever-evolving landscape of cyber threats, the integration of Artificial
Intelligence (AI) has become popular into safeguarding digital assets and sensitive information
for organisations throughout the world. This evolution of technology has given rise to a
proliferation of cyber threats, necessitating robust cybersecurity measures. Traditional
approaches to cybersecurity often struggle to keep pace with these rapidly evolving threats. To
address this challenge, Generative Artificial Intelligence (Generative Al) has emerged as a
transformative sentinel. Generative Al leverages advanced machine learning techniques to
autonomously generate data, text, and solutions, and it holds the potential to revolutionize
cybersecurity by enhancing threat detection, incident response, and security decision-making
processes. We explore here the pivotal role that Generative AI plays in the realm of
cybersecurity, delving into its core concepts, applications, and its potential to shape the future
of digital security.
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1. Introduction

The field of cybersecurity is at an important stage as it deals with persistent and
sophisticated threats from malicious criminals operating online. In today’s world, as
our dependency on technology increases, so do the potential for attackers to infiltrate
organisations for ransom or their own personal gain. Organisations are discovering Al
as a powerful tool in enhancing security measures to safeguard sensitive data from
cyber threats in this constantly changing world. In a study within the last year, EMEA
organisations had the most cyber incidents in the past year, with 20% of participants
reporting 11 or more attacks. The top two countries on the list were Germany and the
United Kingdom (both at 25%). Germany reported the most malware incidences in
2021; the Federal Office for Information Security (BSI) discovered 553,000 malware
variants in a single day in February 2021 [1] Al has emerged as a crucial piece of
software in the fight against cyber-attacks thanks to its capacity to handle enormous
volumes of data, detect anomalies, and adjust in real-time due to machine learning.
This article launches a thorough investigation into the role of Al in cybersecurity,
providing a deep dive into numerous aspects. It covers a discussion of the critical role
Al plays in combating cyberthreats, the difficulties and restrictions that come with
using it, and a look at potential future breakthroughs and factors that might drastically
change the field of Al in cybersecurity.

In a time where malicious actors are leveraging technology in increasingly
sophisticated ways, the integration of Al into cybersecurity is a necessity. The
interaction of both areas holds the possibility of preventing future assaults from
happening in addition to defending against present ones. The ever-expanding digital



Metaverse 2024, 5(2), 2796.

landscape has birthed a host of cybersecurity challenges. Data breaches, ransomware
attacks, and sophisticated nation-state-sponsored cyber espionage operations are
pervasive, threatening individuals, organizations, and nations alike. Traditional
security measures, while indispensable, often find themselves outmatched in the face
of these evolving threats [2]. In particular, the reactive nature of traditional
cybersecurity measures poses a significant hurdle. These approaches tend to focus on
known threats, leaving organizations vulnerable to novel and rapidly evolving attack
methods. As a result, the need for innovative, proactive solutions that can adapt to the
ever-changing cyber threat landscape has become evident (Figure 1).
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Figure 1. Cyber-attacks globally by year [3].

Open Al when they released their product called ChatGPT in November 2022
which got over 1 million users within 5 days of release, by comparison it took
Instagram 2.5 months and Netflix over 3.5 years to reach 1 million users (see Figure
2).

Generative Al, a subset of artificial intelligence, leverages the principles of
machine learning, deep learning, and neural networks to produce data, content, or
solutions that were not explicitly programmed. It possesses the capacity to
revolutionize the way we address cybersecurity challenges by enhancing threat
detection, incident response, and security decision-making processes. We will delve
into the core concepts of Generative Al, scrutinise the prevailing cybersecurity
challenges it seeks to address, and explore specific applications that demonstrate its
efficacy in securing our digital ecosystems. We cover an extensive investigation into
AD’s role and involvement in cybersecurity. It will conduct a thorough insight of
several important aspects, including the use of Al in cybersecurity, the benefits of
incorporating it to prevent cyberattacks, the drawbacks and challenges of doing so,
and the potential developments of Al in this crucial area. The paper aims to provide a
complete and accurate representation of Al’s impact on cybersecurity while
considering future considerations that may shape the landscape further.
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Figure 2. ChatGPT time to reach 1 million Users in comparison to other applications

[4].

2. Research methods

With regards the research method, we systematically explored several databases
to ensure a broad and exhaustive collection of relevant literature on Artificial
Intelligence (Al), Generative Al and cybersecurity with a particular focus on
generative Al being used within the area of generative Al

The primary databases searched included Google Scholar, IEEE Explore, ACM
digital library, Springerlink and JSTOR, all of which are known for their extensive
repositories of academic and peer-reviewed articles.

Our search strategy employed specific keywords such as “Al & cybersecurity”,
“generative Al & cybersecurity”, and ‘“generative artificial intelligence &
cybersecurity”.

To refine the search and manage the vast amount of data, filters were applied to
exclude non-peer-reviewed articles and to limit the results to papers published within
the last two years. This temporal filter was crucial to ensure the relevance and
contemporaneity of the data especially as genAl is relatively new in the research
papers arena. 80% of the articles in the end are from 2023. This of course is a natural
consequence of generative Al being a recent technique — at least for the public.

Furthermore, additional filtering based on relevance scoring and citation count
was utilized to prioritize highly impactful and foundational studies in the field of
generative Al & cybersecurity.

This systematic approach enabled the identification of significant trends and
developments, contributing to a comprehensive analysis of the current landscape of
generative Al technologies being used within cybersecurity.

It is estimated that we reviewed 50+ papers.
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3. Artificial Intelligence’s role in combating cyber threats

Malware is a malicious software if allowed to run can cause a serious threat to
systems or data when access is gained. In 2022, organisations throughout the world
detected 493.33 million ransomware attempts [5]. Attackers use a variety of methods,
including phishing emails, to get this malicious software into the organisation’s
systems. Al’s capacity to evaluate malware databases and find patterns that may be
utilised to stop upcoming attacks is an efficient way to deal with this danger. Malware
databases will be examined using machine learning, increasing the likelihood these
applications may be detected in the future. These systems can be trained easily to
identify malware threats before being applied to a system (see Figure 3).
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Figure 3. Advancement of ransomware attempts worldwide from 2017 to 2022 [5].

3.1. Threat intelligence

Artificial Intelligence is used as a key component in modern cybersecurity by
dramatically improving threat intelligence for an organisation. It serves as a powerful
tool in safeguarding digital assets from cyber threats when deployed. Al can quickly
find abnormalities in network traffic, user behaviour, and system logs by utilising
machine learning methods and real-time data analysis. Here threat intelligence begins
with the collection of data from various sources. Open-source intelligence, dark web
monitoring, internal network logs, security tools, government agencies, cybersecurity
firms, and industry-specific information exchange and analysis hubs are some
examples of these sources [6]. This capability enables security teams to respond
promptly to potential threats, reducing the risk of data breaches and system
compromises from the gained knowledge. The ability of AI’s analytics to detect new
attack patterns and weaknesses enables organisations to proactively bolster their
defences. Additionally, Al-driven systems can act independently in response to threats,
limiting possible harm by blocking malicious [P addresses or isolating vulnerable
network segments [7]. Building more robust and proactive cybersecurity solutions in
an ever-evolving threat requires the integration of Al in threat detection and prevention.

3.2. Constant advancement of security

Due to the advancement of the computing world, hackers are finding more
sophisticated ways to target vulnerabilities in networks and information systems.
Adversaries frequently change up their strategies. For instance, a malware attack,
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denial-of-service assault, brute force attack, and phishing attack could all be launched
simultaneously against an information system. Because of this, it is challenging for
the effected user to decide which problem to tackle first, and as a result, attackers may
infiltrate the information system. Artificial intelligence has the cognitive ability to
learn the latest attack strategies that are used by attackers [8]. Due to it being constantly
updated, Al will adapt to new exploitation techniques allowing it to combat new
threats that surface. Intelligent systems can prioritise which risk to address first in the
event of numerous cyberattacks to ensure the least amount of harm. Intelligent systems
are used to address, mitigate, and deal with any indirect security breaches brought on
by users.

3.3 Authentication

It is essential for authentication to be incorporated to a network to protect data
integrity and confidentiality. Authentication is also used to support access control
protocols, which allow users to access data based on the level of access associated
with their credentials [9]. However, attackers can manage to find loopholes around the
authentication process gaining them access to a organisations data. Once they have
access to these accounts, attackers exploit the privileged information either
maliciously or for their own gain. In the authentication process, artificial intelligence
is used to introduce a new level of security that reinforces the already-existing process
making less likely for attackers to infiltrate [10]. By extending traditional boundaries
and incorporating data context, biometrics, and trends in user behaviour, Al can enable
better, more secure authentication. Companies nowadays that are focused on cyber
defence are particularly fond of biometric authentication, and Al plays a significant
role in this. Keystroke dynamics (typing style), behavioural biometrics (analysing user
behavioural patterns to create cyber fingerprints), facial recognition, and voice
recognition are a few examples [11].

3.4. Vulnerability detection

An organisation should do cyber security analysis on all its assets and resources
to determine the vulnerabilities and dangers they could potentially face to adequately
safeguard its network and information systems. It is essential to build upon this as it
can be crucial in identifying and cancelling threats and vulnerabilities. Artificial
intelligence in this case is used to evaluate and analyse potential risks, current security
precautions, and the best course of action [12]. It provides swift, accurate results in
detecting system deficiencies. Al-driven algorithms can rapidly scan intricate software
codes and configurations, pinpointing vulnerabilities that may otherwise remain
concealed. Due to its effectiveness, the most crucial security tasks can be defined by
determining the network and information system weak spots. By doing so, Al equips
organisations with the knowledge required to strengthen their defences, thereby
reducing the opportunity for malicious actors [13].

3.5. Password generation and cracking

In cyber security, Al is an effective method for password generation. It can
generate strong and unique passwords that are tough for both automated systems and



Metaverse 2024, 5(2), 2796.

human beings to crack. These passwords frequently contain more characters than
manually generated ones and frequently mix upper- and lowercase letters, digits, and
symbols [14]. Additionally, it can customise password generation based on account
type and organisational regulations, ensuring that passwords adhere to strict security
standards while yet being user-friendly. By creating new passwords when necessary
and implementing password rotation rules, it also helps with password management
while enhancing password security in general [15]. Al can also be used to simulate
and analyse password cracking attempts, a crucial aspect of cybersecurity.
Organisations can discover weak passwords vulnerable to be compromised by
simulating attacks using Al, pushing users to change their passwords, or enforcing
stronger restrictions. It helps evaluate an organization’s resilience against password
cracking attacks, allowing security professionals to strengthen defences accordingly.
The development of stronger authentication techniques, like multi-factor or biometric
authentication, with less reliance on passwords alone and increased security overall,
can also be facilitated. Essentially, Al has two roles in password management: it helps
with password generation for stronger authentication and with attack simulation to
find and fix flaws [16].

4. Benefits of Al

There are many benefits of incorporating artificial intelligence (Al) to prevent
cyberattacks, with User and Entity Behaviour Analytics (UEBA) being a main
example of this. By closely examining user and entity behaviours, UEBA uses Al
algorithms to quickly spot any threats and anomalies that by pose to an organisation’s
system whether they originate internally or externally. This is especially useful for
spotting internal risks since it enables companies to recognise and deal with insider
threats, which can be just as harmful as external cyberattacks. This advanced level of
monitoring provides organizations with a proactive defence mechanism, allowing
them to swiftly respond to any suspicious activities. Al-driven UEBA systems may
identify deviations and highlight possible risks before they materialise by learning and
comprehending the regular patterns of user and entity behaviour. This improves an
organisations overall cybersecurity posture. Another significant benefit of using Al in
its defence against cyberattacks is continuous learning. Traditional security measures
can become out-dated in the rapidly evolving threat landscape. On the other side, Al
systems continuously adapt and improve their capacity for threat identification. These
systems get better at spotting new attacks and weaknesses through machine learning
and data analysis. Organisations are better able to protect against sophisticated
cyberattacks thanks to their ability to adapt to changing threats (as shown Figure 4).

Al-driven cybersecurity solutions also provide significant cost savings.
Organisations can cut back on the need for sizeable cyber teams and expensive manual
processes by automating threat detection, response, and incident management. The
potential for human error is reduced and operational efficiency is increased due to Al’s
capacity to work continuously around the clock. As a result, organisations may
manage resources more wisely and reduce the financial implications of responding to
cybersecurity breaches, which leads to cost savings. According to a recent study,
organisations with substantial use of Al and security automation had an average cost
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of a data breach of $3.60 million as opposed to $4.04 million for those with minimal
use. Organisations who used no Al or security automation had breach costs of $5.36
million [18]. Overall, integrating Al into cybersecurity not only strengthens a
company’s defence against online threats, but also does it in a way that is affordable
and long-lasting (see Figure 4).
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Figure 4. Average cost of a data breach by security automation deployment level
[17]

5. Limitations of Artificial Intelligence

Despite its impressive development, Al systems still face technical obstacles that
limit certain standards that may be used in the real world. Their failure to mimic
human-level knowledge and reasoning is a major flaw. While Al is capable of
excelling at certain jobs, it lacks simplistic information that humans developed. This
drawback is especially obvious in dynamic, unstructured settings where appropriate
awareness is essential. Al also has trouble being creative, adapting to new
circumstances, and tackling difficult, abstract problems. Due to these technical
limitations, Al now only serves as a tool with specialised functions rather than a
complete substitute for human decision-making.

When employing Al, having insufficient data can pose a significant disadvantage.
To learn and make intelligent choices, Al systems rely on large and precise datasets.
If the data is limited or tainted with errors, the Al’s performance and reliability can
suffer. This may lead to inaccurate recommendations, poor projections, and inadequate
problem-solving. Al implementation is a resource-intensive process since it can
sometimes be time-consuming and expensive to gather, clean, and maintain big, high-
quality datasets. As a result, the quality and quantity of data are limited, which can
prevent Al from reaching its full potential and reduce its usefulness in a variety of
contexts.

Of course, as artificial intelligence (Al) systems increasingly become core
components of security infrastructures, the security of the Al systems themselves is
paramount [19]. These systems, while enhancing capabilities in data analysis,
decision-making, and automation, also present potential vulnerabilities that could be
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exploited by malicious actors. The complexity of Al algorithms and the sensitivity of
the data they process make them attractive targets for cyberattacks, including data
breaches, unauthorized access, and manipulation of Al behaviour. Therefore, it is
crucial to implement robust security measures to protect these systems [20]. This
includes rigorous testing for vulnerabilities, continuous monitoring for unusual
activities, and employing advanced encryption methods to safeguard data integrity.
Protecting Al systems from misuse and external threats not only preserves their
functionality and trustworthiness but also ensures they continue to serve as reliable
assets in our broader security frameworks [21].

6. Ethical considerations

As with any new emerging technology there are ethical concerns that need to be
addressed. One of the largest concerns is the potential for privacy and confidential
information violations. As Generative Al models can collect and are trained on large
data sets that includes personal information, organisations need to be transparent about
the data they collect for their models, where they obtain it from, what it contains and
what it is being used for.

FakeGPT and WormGPT are malicious tools used by bad actors and sold on the
Dark Web. As the names suggest these tools are like ChatGPT, it can generate text,
emails, code etc. The main difference between these tools and ChatGPT is that these
tools are specifically trained on malicious content and data like malware code,
phishing emails and other attack vectors that are commonly used by bad actors and
whereas ChatGPT does has safeguards and guardrails that prevents this kind of use,
Fraud and WormGPT do not. Bad actors often use these tools to create advanced and
intricate phishing emails and messages, it will suggest where to include malicious links
in this content and can even go as far as creating scam pages encouraging victims to
provide personal or financial information. The mention of generative Al and
generative Al tools has skyrocketed since the release of ChatGPT (see Figure 5).
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Figure 5. Number of Dark Web mentions of Generative Al [22].

Malicious Generative Al can be used to create and tweak malicious code so that
it can bypass detections on organisations security systems, it can also be used to create
deepfake videos, imitate voices and fake images that are eerily precise to make
phishing attempts more accurate. Algorithmic bias also stands out as another
significant issue. To address this problem organisations must ensure that the data used
to train their models is both diverse and representational of the broader population to
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avoid discrimination within their models. As generative Al continues to advance and
gain widespread adoption the cybersecurity industry there is a growing concern that it
will create job displacement. organisations, that are leveraging generative Al’s
capabilities will be able to automate many of the tasks traditionally performed by
human employees.

Another concern is overreliance on Al for security, no technology is bullet proof.
Over reliance on Generative Al in cybersecurity can lead to complacency, creating
vulnerabilities, lax security policies and governance due to neglecting human expertise
in favour of automation. It is paramount that organisations address these concerns, this
can be done by developing and enforcing internal ethical guidelines for the use of
Generative Al, including transparent, responsible development and deployment of Al,
monitoring of Al systems and training on ethical Al use.

As regulatory frameworks like the Al Act are being drafted and refined, it is
imperative for organizations to proactively address these impending regulations [23].
The Al Act aims to establish clear guidelines for Al development and deployment,
focusing on safety, transparency, and accountability. Organizations must start by
understanding these regulatory requirements and assessing their current Al systems
and processes against them [24]. Early engagement with these regulations can offer a
strategic advantage, enabling organizations to adapt their Al initiatives in alignment
with legal standards, thus avoiding potential penalties and disruptions. Additionally,
this proactive approach can enhance trust with stakeholders and customers by
demonstrating a commitment to ethical Al practices. By integrating compliance into
the fabric of their Al strategies, organizations can ensure smoother transitions when
these regulations come into full effect, securing a competitive edge in a rapidly
evolving technological landscape [25].

7. Future developments

Future developments of artificial intelligence in cybersecurity holds the potential
to completely change our approach with digital defence with its ongoing advancement
reaching new milestones daily. Organisations will be able to defend against evolving
threats in real-time while also anticipating and avoiding upcoming assaults due to AI’s
improved threat detection capabilities, predictive analysis, and adaptive security.
Cybersecurity measures will be streamlined, speeding up reaction times and boosting
overall security through automated incident response and improved user
authentication systems. Additionally, threat intelligence will be able to analyse
security data more quickly thanks to the inclusion of natural language processing
(NLP). According to IBM, NLP combines statistical, machine learning, and deep
learning models with computational linguistics—rule-based modelling of human
language. With the use of these technologies, computers are now able to process
human language in the form of text or audio data and fully “understand” what is being
said or written, including the speaker’s or writer’s intentions and sentiment. As the
realm of Generative Artificial Intelligence (Generative Al) continues to evolve, it is
poised to play an increasingly pivotal role in the field of cybersecurity. Future
developments are expected to be both ground-breaking and transformative, reshaping



Metaverse 2024, 5(2), 2796.

the way we perceive and address digital threats. Several key trends and possibilities
merit exploration, which will be explored below.

7.1. Quantum computing and encryption

One of the most anticipated advancements is the intersection of Generative Al
with quantum computing. Quantum computing promises unparalleled computational
power, enabling it to swiftly decipher encryption methods that are currently considered
unbreakable. Generative Al could be harnessed to develop post-quantum encryption
solutions, ensuring that data remains secure in a quantum-computing-powered world.

Quantum-resistant cryptography, or post-quantum encryption, is becoming a
pressing concern as quantum computers inch closer to practicality. Generative Al’s
capacity for pattern recognition and creativity can potentially contribute to the
development of encryption methods that can withstand the computational capabilities
of quantum computers [26]. Moreover, the synergy of Generative Al and quantum
computing may also enable the creation of highly secure quantum communication
systems. Quantum key distribution, for example, can benefit from Generative Al’s
ability to enhance the generation and distribution of encryption keys, ensuring the
highest levels of security in communication [27].

7.2. Autonomous threat response

The future holds the promise of autonomous threat response systems powered by
Generative Al. These systems will have the capability to identify, mitigate, and
respond to cyber threats in real-time without human intervention. By continuously
learning from evolving threat landscapes, they will adapt and counteract novel attack
techniques swiftly. One critical aspect of this development is the integration of
machine learning models that not only detect threats but also autonomously respond
to them. Generative Al, with its ability to simulate and predict various threat scenarios,
can contribute to more effective autonomous threat response. For example, it can
generate countermeasures and patches to mitigate vulnerabilities in real-time,
minimizing the impact of cyberattacks and reducing the burden on cybersecurity
professionals. As autonomous threat response systems mature, they will necessitate
increasingly sophisticated Generative Al algorithms that can adapt to the rapidly
changing tactics of cybercriminals. The future of cybersecurity will rely on these
autonomous systems to provide a proactive line of defence against cyber threats [28].

7.3. Evolution of malware and attack techniques

As Generative Al fortifies cybersecurity, cybercriminals are likely to respond by
leveraging Al for their malevolent purposes. The emergence of Al-driven malware
and more sophisticated attack techniques is an anticipated trend. These Al-enhanced
threats will be capable of evading traditional security measures and adapting to
defensive mechanisms. The future of cybersecurity is likely to be characterized by an
arms race between Generative Al in cybersecurity and Al-driven cyberattacks.
Cybercriminals will exploit Al’s capabilities to craft highly adaptive and stealthy
malware. These Al-driven threats will exhibit the ability to mimic legitimate user
behaviour, making them exceptionally challenging to detect. Generative Al will need

10
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to evolve rapidly to identify and respond to such sophisticated threats. Furthermore,
the development of Al-driven attack techniques will call for advanced Al-based
intrusion detection and prevention systems. These systems, underpinned by
Generative Al, will be designed to anticipate, and counteract evolving attack strategies.
The cooperation of Al and human cybersecurity experts will become pivotal in this
dynamic cybersecurity landscape [29].

7.4. Augmented human intelligence

Generative Al has the potential to augment human intelligence in cybersecurity.
By automating routine tasks and assisting with decision-making, it can free up
cybersecurity professionals to focus on more complex and strategic aspects of their
work. As Al-driven tools become more sophisticated, they will serve as invaluable
partners to human experts, enhancing the overall effectiveness of cybersecurity efforts.

Generative Al can help bridge the skills gap in the cybersecurity workforce by
automating repetitive tasks such as threat detection, incident response, and routine
security maintenance. This augmentation of human capabilities can lead to faster
response times and more effective security strategies. Moreover, Generative Al will
empower security analysts with predictive analytics, enabling them to foresee potential
threats and vulnerabilities. It will provide actionable insights based on historical and
real-time data, thereby enabling more informed decision-making in the face of
evolving threats. The synergy between human expertise and Al-driven tools will be
critical in maintaining robust cybersecurity postures [30].

8. Conclusion

Significant progress occurs daily in the field of artificial intelligence. The use of
artificial intelligence in the field of cyber security results in creative methods to
combat and reduce cybercrime. Cybersecurity experts can create complex tools, new
algorithms, and services using intelligent systems to tackle both old and new cyber-
security issues. In contrast to traditional cyber security methods, the use of artificial
intelligence in cyber security has produced cyber solutions that are reliable, versatile,
and adaptable. Deep learning has strengthened cyber security measures by allowing
for the early prediction of potential cyber-events. In this new stage of cyber security,
assaults may now be expected and, as a result, most effectively stopped rather than
just prevented. With the number of perks that comes with Al within cyber security
there are some dangers that can come alongside this. Intelligent systems are being
abused by cybercriminals to get access to networks and information systems.
Attackers can now use sophisticated tools and algorithms made possible by artificial
intelligence to exploit security flaws and circumvent defences. In the ever-expanding
digital era, the role of Generative Al in cybersecurity is undeniably transformative.
This technology, born from advanced machine learning techniques, empowers
organizations to proactively combat cyber threats. By simulating realistic attack
scenarios, automating threat detection, and autonomously generating security patches,
Generative Al enhances our capacity to defend against an evolving and relentless
cyber threat landscape. While the benefits are substantial, ethical concerns and the
potential for Al-driven cyberattacks loom as significant challenges. Looking forward,

11



Metaverse 2024, 5(2), 2796.

the fusion of Generative Al with quantum computing promises to secure our data
against even the most advanced adversaries. Autonomous threat response systems
driven by Generative Al will usher in a new era of proactive cybersecurity, countering
evolving attack techniques. Furthermore, the augmentation of human intelligence with
Generative Al will streamline cybersecurity efforts, enabling faster response times and
more informed decision-making.

To conclude, Al in cyber security can be used to strengthen the defence tactics of
organisations against cyber-attacks greatly. There will never be complete security as
loopholes in a system will be discovered. Artificial intelligence is capable of
effectively resolving any cyber challenges, even while using sophisticated cyber
security measures. Therefore, to gain the most effective outcome cyber security
experts should employ traditional cyber security techniques while combing with
artificial intelligence. With merging these together will make the probability of
attackers to succeeds less likely.
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