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Abstract: Due to rapid enhancement of digital communication in cloud paradigm, easier
transmission & storage of the multimedia information in several platforms becomes
challenging. The security of image information is vital since the images are considered as a
major component of communication in cloud environment. The secret information is shared in
the form of secured image which needs to be retrieved and send to user without losing the
integrity and confidentiality of data. For this purpose, the proposed model is designed which
employs feature extraction categorization process and transmitting extracted information
securely via cryptographic process. Initially the input images are retrieved and parameter
initialization is carried by bilinear matrix. An optimal feature extraction is carried using
Rotational invariant Local Binary Pattern (RI-LBP) along with Enriched Shark smell
optimization process for extracting features of secret information. E-IBE (Enhanced-Identity
based encryption) is employed for private key generation followed by cryptographic process
via Ensemble Improved Homomorphic Pailler and Quantized ElGammal Elliptic curve
Cryptography (ECC) scheme. The decrypted outcome attained is then digitally verified by
employing SHA3 verification model. Thus, retrieved data is provided to the user after
validation in a secured manner. The simulation results are then observed by analyzing the
proposed scheme performance on CIFAR-10 dataset &MNIST dataset attained outcomes are
compared with traditional schemes to validate the enhancement of proposed model over other
models. the performance is carried for various metrics like extraction accuracy, recall, precision
F1-score, precision-recall curve, RoC curve, execution time, runtime & storage space of entire
system.

Keywords: cloud paradigm; image security; secured transmission of secret image; image
feature extraction; private key generation; cryptographic scheme; SHA3 digital verification

1. Introduction

In the modern digital era, images on electronic devices or any sort of computing
device are growing, such as story-sharing platforms like Facebook, Twitter, hospital
management system (HMS) records, and secure military records, where a greater
number of images are stored and accessed. To analyze these images in a secure and
safe way, some advanced techniques need to be implemented to achieve CIA traits.
To ensure the integrity and confidentiality of accessing the images, some security
techniques, like cryptanalysis, are to be processed to prevent unauthorized access to
images on any cloud platform. To propose advanced techniques to extract images in a
secure way under a cloud platform and standalone devices to protect user sensitive
data without any loss or masquerade. Images are used in a public access and private
process in accessing data such as each individual user has account to access their
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images and Hospital management system scan report need privacy to protect sensitive
data of the user and the organizations, other than this some military access data also
very different to process in a military grade authentication to access all data by
particular user if the integrity is loss in the accessing method means our data will create
huge personal loss to the every single user makes this security in imaging system as a
challenging task to protect images not cracked by the unauthorized person our
proposed model use advanced security techniques to prevent images from the
unauthorized access extracted in a safe way to recover from its original state in a safe
and secure cryptanalysis method [1,2].

Virtual storage environments in the domain of cloud computing have evolved
massively over the past year, storing numerous numbers of bits and bytes of data in
cloud resources and accessing the data anytime, anywhere, creating more flexibility
for the user. Relatively relying on centralized, costly to establish, manage, and run
traditional data centers, cloud computing offers remote access to an endless supply of
resources that are made available over the internet whenever needed. While there are
many benefits to cloud computing, such as cost savings, scalability, and elasticity,
there are also significant cybersecurity dangers. They specifically demand the integrity
of the data and computations, which means that the data and results should stay valid
even in the event that the cloud servers are compromised, and end-to-end
confidentiality of the data, which means that the data should remain secret from Cloud
Services Providers (CSPs). Governmental organizations, for instance, purchase cloud
services contingent upon meeting certain requirements and being recognized as a
reliable source of secure services [3]. Despite the time-consuming and expensive
procedures involved in satisfying these standards, no mathematically sound guarantees
on the security of data and computation can be made. In this work, we seek to utilize
readily accessible commercial CSPs independently of their security protocols or
dependability.

The advent of big data has come about as a result of technical breakthroughs.
Network popularity has increased dramatically, information interaction technology
has evolved, and computer and internet technology have progressed quickly. Even
though the majority of people use the Internet to transfer information, there are
numerous hazards to data security. As networks spread into new sectors, data
transmission security is having a rapid impact on people’s security as well as that of
companies and even entire nations. An image has a powerful expressive influence on
the data it contains due to its visual characteristics. Due to their extensive use in
information interaction, images are preferred in many information expressions.
Valuable photo owners regularly use the Internet to post their image data or hold
auctions. This method not only saves money but also eliminates geographical
restrictions like geography and is quick and convenient [4]. However, vulnerable
picture data components offer a window of opportunity for malicious assaults
throughout the network transmission process. As a result, original image data may be
compromised, leading to data loss or corruption. Enhancing the security of image data,
lowering the possibility of data loss or destruction, and guaranteeing the safe transfer
of original data are the objectives of picture encryption. Data theft and other forms of
malicious attack are frequent, and picture encryption technology is always developing.
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Enhancing the image security, key transmission security, and anti-attack capability is

an essential issue that needs to be addressed [5-7].

Two fundamental problems in contemporary computer vision systems are feature
extraction and segmentation, which taken together form the system’s core. Feature
extraction is a process used in machine learning, pattern recognition, and image
processing that starts with an initial set of measurement data and creates derived values
(features) with the goal of offering information and non-redundancy [8]. This makes
the subsequent learning and generalization stages easier to complete and, in certain
situations, improves interpretability. The process of extracting an image’s local
structure, content features, and global features is known as image feature extraction.
Complex images can have their essential features with significant data content, high
repeatability, and distinguishability extracted by feature extraction [9]. The classic
picture feature extraction techniques are based on three primary approaches:
knowledge-based, artificial neural network-based, and statistical model-based. Since
the 1980s, artificial neural networks have been the focus of much study in the field of
artificial intelligence [10-14]. In order to create a basic model, it abstracts the neural
network of the human brain from the standpoint of information processing and creates
several networks based on various connection patterns. The first two techniques are a
bit more advanced. But the majority of these techniques are theoretical in nature. These
approaches don’t seem to be sufficient for the segmentation problem in images. As a
result, numerous academics have put forth various improved algorithms based on the
evaluation of earlier work.

The main contribution of the paper is:

e  The main highlight of this research is to process an image processing paradigm
that incorporates the extraction of characteristics from input photos and their
secure storage, in addition to authorized cloud storage.

e  The method proposed here optimization is carried using Enriched Shark smell
optimization, and private key generation takes place using E-IBE (Enhanced-
Identity based encryption).

e To achieve hybrid cryptographic process is carried using Ensemble Improved
Homomorphic Pailler and RSA Cryptography scheme so as to make encryption
and decryption whose decrypted output is verified with the MD5 function

e Initially the input images are updated and parameter initialization is carried by
bilinear matrix. The feature extraction is carried from the input image by means
of employing optimization and Rotational invariant LBP based feature extraction
S0 as to extract secret information’s feature.

e  The final results observed to analyze the performance of proposed scheme and
compared with other traditional models.

The paper is structured as follows: Section II discusses the literatures related to
image feature extraction and security approaches. Section III described the proposed
methodologies and materials for the image feature extraction and secure storage in
cloud. Section IV discusses the experimented results with comparison. Section V
concludes the proposed model results with its merits, demerits and future extension.
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2. Related works

This section discusses the related literatures of image feature extraction and
secure storage in cloud with integrity and confidentiality. In order to extract image
features Xu et al. [6] presented a model based on visual information. The outcomes
demonstrated that, under identical conditions, the feature extraction time of the X
method for various targets was within 0.5 s. With a correct matching rate of over 90%,
the feature matching time was within 1 s. For various targets, the Y algorithm’s time
for feature extraction was under two seconds. The X algorithm had a superior
recognition effect compared to the Y method, as evidenced by the feature matching
time of less than 3 s and the correct matching rate ranging from 80 to 90%. It shows
that the image feature extraction algorithm and visual information have a beneficial
association [7].

Yang et al. [15] interested in the issue of effective data integrity auditing that
facilitates verifiable data updates in cloud computing environments. Next, we present
an effective outsourced data integrity auditing technique based on the Merkel sum
hash tree (MSHT). Without relying on a third party, our proposed system may
simultaneously satisfy the needs of data secrecy and verifiable data update.
Simultaneously, the numerical analysis demonstrates that when the number of
outsourced subfiles increases, the computing complexity grows logarithmically.
Ultimately, a working prototype implementation is created in order to test and emulate
our intended method. Chen et al. [16] introduces DisguisedNets, an image-disguising
technique that lets users safely send images to the cloud for private, effective GPU-
based model training. Training data is transformed using a unique method by
DisguisedNets, which combines block-level random permutation, random
multidimensional projection (RMT), and AES pixel-level encryption (AES). Without
making any changes, users can train models with hidden images using the GPU
resources and DNN training techniques that are currently available. We have
examined and assessed the techniques using a multi-level threat model and contrasted
them with another approach that is comparable, called Instant Hide. A novel
steganography method that maintains data integrity and anonymity was presented by
Hambouz et al. [17]. By covertly inserting the data pieces into the Steg image, data
secrecy is accomplished. The SHA 256 hashing algorithm is used to hash the encoding
and decoding variables in order to achieve integrity [18]. Using a dataset of various
image sizes, the suggested model achieved high PSNR values, with an average PSNR
of 82.933% [19].

Wen et al. [20] in this paper, a matrix-based compressive technique by combining
DWT and OMP with chaos. First, the chaotic measurement matrix is improved using
the orthogonal optimization method. By using the Kronecker product in conjunction
with the Part Hadamard matrix, a measuring matrix with strong orthogonal features is
created. Second, DWT only partially captures the original image. In the meanwhile,
the association between its neighboring pixels is disrupted using Arnold scrambling
[21]. After that, the image is measured and compressed using compressive sensing
principles to create an intermediate image that can be encrypted. Qin et al. [22]
proposesa encrypted image retrieval the enhanced Harris method. The feature vectors
for each image are then produced by applying the BOW (Bag of Words) model and
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the SURF (Speeded-Up Robust Features) algorithm. The searchable index for the
feature vectors is then created using the LSH (Local Sensitive Hash) algorithm. Images
are secured using the chaotic encryption system, which also provides index security.
Lastly, the cloud server runs a secure similarity search. The proposed retrieval system
enhances image retrieval accuracy and reduces time consumption when compared to
the current encrypted retrieval schemes, according to experimental data.

In order to create a key for the encryption process, the image is encrypted by
Jamil et al. [23]. According to the domain of the feature that was extracted. This is a
new path for the research on encryption methods. The application of edges detection
initiates the encryption process. The diffusions on the bits are used to produce a key
that is utilized to encrypt the edge image after the bits of the edge image have been
divided into (3 x 3) windows. To find out if the created key is acknowledged as true,
four randomness tests are run through the NIST randomness tests. In order to recover
the original image, this decryption process is reversible. The obtained encryption
image can be applied to any cyber security domain, including healthcare institutions.
Selvaraj et al. [24] looked into the security of medical imaging on the IoT research
employing optimization techniques and a novel cryptography model. For patient
information and medical images to be securely stored and transported, a unique
framework is required [21]. Jia et al. [25] presents feature classification that integrates
homomorphic encryption for dividing images in a separate form. We develop a
compound encryption technique that makes use of homomorphic computation to
counteract the intrinsic complexity of encryption, with the specific goal of reducing
computational and storage overheads. Our approach, which is clearly better than
traditional ones, offers significant advantages in terms of computational efficiency,
lower storage and transmission costs, and strong security and privacy preservation.

The overall highlight of this research includes; a number of researchers have
made significant theoretical and practical advances in the application of chaos to
image encryption. The model presented a picture encryption that effectively decreased
the transmission cost by combining compressive sensing, DNA encoding, and a four-
winged hyperchaotic system. This technique avoids the issue of additional key
transmission across the channel by using the algorithm known as RSA to encrypt the
plaintext key and reveal the associated ciphertext key. Even with limited resources,
this technique manages to maintain network system security and availability inside the
cloud environment.

3. Proposed work

The proposed model is presented in this section which employs effective
extraction of feature and privacy preservation of extracted information in cloud
infrastructure where the infrastructures may be of Google cloud and AWS for storing
of image information’s. An architecture of the proposed model is shown in Figure 1.
The major intends of this proposed lies in presenting feature extraction of secret image
using optimization model and to employ security preservation scheme on this
extracted information with signature verification process before sending the extracted
data to user into cloud environment. Thus, the confidentiality of data is enhanced.
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Figure 1. Representation of proposed model flow.

3.1. Enriched shark smell optimization based RI-LBP for Image feature
extraction

From the considered input dataset, image features are extracted so as to retrieve
secret information to the user. The feature extraction of image is carried using
Rotational Invariant-Local Binary Pattern (RI-LBP) approach. The feature extraction
also employs optimization process so as to select best features by means of attaining
best fitness function values [11,12].

The RI-LBP model is attained on rotating every bit pattern circularly to a
minimum value, whereas, the traditional LBP is based on uniform patterns. The
instance for RI-LBP is provided by: for example, sequences of bit 11000011,
11100001, and 01111000 came from varied rotations of similar local patterns, & they
will correspond to normal sequence 00001111 [13]. It means that entire patterns from
ingle bin rows are thus replaced using single label. In this, Fast Fourier Transform
mechanism is employed for computing the global features from the uniform histogram
of LBP in spite of computing the invariants of every pixel in an independent manner
[14]. It makes RI-LBP a feature subset of LBP-Histogram features. Depending on the
property, that states rotation induces shift of polar representations of neighborhood (P,
R), LBP-HF offers class features which are invariant to input image rotation termed
features calculated among the rows of input histogram that are invariant to the cyclic
shifts. For LBP histogram, FFT is applied by:

pP-1
Hn,u) = ) hy(Up(n,r))e i2mur/P (1)
;} 1(Up

here, h;(Up(n, 1)) denotes specified uniform histogram of LBP pattern. By this, the
features are extracted which is selected by means of employing optimization model
for attaining best subset features using Enriched Shark Smell Optimization algorithm.

Enriched shark smell optimization approach

The best fitness function value is attained by means of employing this algorithm
s0 as to select best optimum set of features. Sharks are having foraging behavior due
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to its nature of best hunting process which undergoes forward and rotations that could
be efficient for identifying the prey extremely. The algorithm of optimization to
simulate the foraging of shark is effective highly. For any such provided location,
sharks move at the speed of particles which have extra penetrating odor, thus NP initial
velocity vectors is expressed by:

VLV, .., Vip (2)

A shark has the inertia once it swims, such that formulation of velocity for every
measurement is given by:
d(0F) _
VL{CJ = nk.Rl.a—‘lex{fj +ak.R2-v{f]’ L (3)
In this, j = (1,2, ...,ND),i = (1,2, ..., NP), k signifies phases number, and OF
denotes objective function. The sharks might not reach its speed as indicated by
gradient function of every stage, such that set n;, € [0,1]. At which, R, and R,
specifies random number [0,1] termed gradient item. aj is likewise the random
number among [0, 1] denoted by inertia coefficient or the change in momentum rate.
The shark’s speed is bounded, with their limit formula specified by:

. d(0F) _
V| = min [ ”k'Rl'a—xj |ngj + g Ry vf5, |ﬁk.Vi{j.|] 4)
Here, j=@,2,..,ND), i=(,2,..,NP),k =

(1,2, ..., kjmax), and By is the milit factor of speedat phase k. The Vl-f‘j
magnitude is attained from above equation. The sharks are having newer position as
Y/*1 due to forward movement, and this Y**1 will be identified by existing position
and speed and is denoted as:

Y+t = Xk + vk ag, (5)

Inthis, i = (1,2,..., NP),k = (1,2, ..., kjnax), Aty is the time interval of phase k.
Each velocity component of V¥ velocity is obtained from above expression. Besides
move forward, usually sharksrevolve alongside its pathway for looking into the strong
odor substances and thus enhance its way of drive which will be moving in actual path.
A shark that are rotating, thus travels along closed intervals which is not necessarily
circle. As seen from optimization view, sharks thus implement a local search in every
phase so as to identify best candidate solutions. For this position, the search formula
is denoted by:

Z?c+1,m — Yik+1 + R3.Yik+1 (6)

1

In this, m = (1, 2, ..., M), and R; symbolizes random number among [—1,1], M
denotes number of points at every stage of search location. In case, the shark identifies
strong point of scent in rotational movement, this moves towards points thereby
continues path of search. A search formula for location is denoted by:

Xt i=arg max{OF (Y}*1), oF (zf*'), .., 0F (ZF*™™)) (7)
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k+1

. - - . k+1,1
From above expression, ¥;""" is attained from linear movement &Z; from

k+1
Xi

rotational movement. The sharks might select the candidate solution which are

having high value of evaluation index as the next location of shark.

3.2. Initialization of parameter and private key generator using E-IBE

The bilinear matrix is carried for parameter initialization followed by generation
of private key using E-IBE. A flow diagram of the proposed model is shown in Figure
2 description of this is shown in here.

Initialization of parameter

Generation of private key using E-IBE
Enhanced Identity
based Encryption
‘ scheme \
Yes No

l

Private key generation using Enhanced IBE Not:spplicatile for privats Key gansration

Figure 2. Flow diagram for private key generator.

3.2.1. Bilinear matrix for parameter initialization

At initialization phase, client thus generates common parameters to unify entire
system modules. Depending on the initialization of parameter and prime numbers,
cloud server offers bilinear matrix model. The mapping of bilinear mapping is
regarded as a complex task which is employed on the cryptographic protocols along
with the key generation process based on Enhanced IBE. Assume, C; & C; be the two
cyclic additive groups that have generators G, & G, correspondingly. Let n be the large
prime number at direction C; & C,. Let Cr regarded as cyclic multiplicative group
having n arrangements. The mapping of m is denoted as bilinear pairing: which has
C1 x C; — Crwhich satisfies following properties:
e  Bilinear: m (aP, bR) =m (P, R) “** for any such P € C;&R € C,&a, b € Z;,.
e  Non-degenerate: which is at any P € C; &R € C, so that m (P,R) # 1.
e  Computable: computing m (P, R) for entire P € C; &R € C,.

A bilinear set of the cloud server is signified by:

Parameter = (C4, C3,Cr, Gy, Gp,n,m, P,R) « G(1;) ()

In the above equation, security parameter is denoted by A & bilinear matrix
properties are thus satisfied by other parameters.

Followed by bilinear matrix parameter initialization, the key generation process
takes place using Enhanced Identity based Encryption scheme (E-IBE).
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3.2.2. Enhanced identity based encryption scheme

For the purpose of private key generation, Enhanced IBE scheme is employed.
This IBE is a quicker version at which the users were allowed for accessing the data
with the use of their identity by means of authentication. This model is implemented
initially at proxy servers so as to revoke the unauthorized users. In the proxy server,
authorized users’ identity is thus kept, & wherever the unauthorized user attempts to
access service in server, they will attain a revoked since there is no such matching of
key for that desired identity. Thus, every user should register their identity to access
service.

Let Alice and Bob be the two users using cloud resources and private key
generator that authenticates to access cloud databases. This model depicts in what way
the Alice and Bob access data of each one through employing IBE as authentication
model, authorization, and a security tool. The unauthorized user is not capable of
getting the identity of authorized user since PKG maintains the user’s identity in the
form of Lagrange polynomial that is hard computationally for an outside attacker to
get crack and attain original identity. In case, Bob sends their identity to Alice in
middle of communication, the attacker might not get that identity since they are shared
with the use of secure socket connection (SSL). As the hash-based key generation
models are expensive computationally, pairing dependent key generation model is
employed in this work. The E-IBE model is described as shown below:

Assume G be the group of the prime order p. The G forms computable bilinear
map proficiently into G1. The representation of bilinear map G1 is expressed by
e: G X G = G, & g denotes group G generator. A security parameter is employed for
identifying group size, & thereby identities are signified by four strings having length
n. 4.

ID = (idy, idy, ids, ..., id,,) (9)

A collision free function of hash could be employed for generating fixed length
bit strings n from arbitrary length ID of bit strings. The subsequent stages are included
in the suggested algorithm.

Step 1: Setup phase:

Initially, system parameters are generated. The secret is thus chosen randomly
from Z,. Select random generator g from G so that g € G, thereby fixing values of
gl = g%& thereby selects  u random numbers which is indicated as U = {u;}. At
last, g, g1, g», u'& U will be issued to be public parameters &g5 be master key.

Step 2: Generation phase:

Assume v be n bit string identity for the user, v’s ith bit is signified as v;, at which
V c{1,..,n}is a set of entire i atwhichv; = 1.V will be segregated as two
different thatis V = {vy, vy, ..., U, J&{Vp1, Vg, v, Uy} SO that m + 1, = n, here, v,
signifies random values that is included for offering security for proposed scheme. The
identity v will be produced on selecting random value after which aprivate key
corresponds to identity as given below in Equation (10).

d, = (gé” (u’ nvi> ,gr> (10)

iev
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U = {uy,uy, ...uptand V = {vy, vy, ..., v, } so that m < n. In this time, exploit
Lagrange coefficient model for generating the function of polynomials for performing
polynomial interpolation. This polynomial interpolation aids in hiding some values of
v that could be recovered successfully from traditional data points. The proposed
model’s polynomial equation is given by:

(x—x)(x—x3) . (x — xp)
(o — %) (0 — %2) - (g — %) °
(x = 20)(x = 1) oo (X — X_41) (x = x)(x — x2) . (x — x)
(1 — %) (1 — %) o (1 — %) L G — %0) G — X1) - Gop — K1) "

P(x) =
)

The Lagrange coefficient is expressed by:

n

b= Y | ] ==L (12)

) L1  Xi—X
i=0,keV \0<i<n,j#i

here, x = u;& y = vy. A random set u; will once be generated for every user identity
&LaGrange coefficient is generated for every identity with the use of similar values
of u;. The authority might employ m-terms of the identity values because of this
attacker might never know uniqueindividuality of that officialuser. Therefore, this
might be harder for attaining or guessing key generated for that specified ID. In the
case, if entire values of user ID and U will be similar, error produced by P(x) will be
zero, i.e., the attacker might not capable of guessing anything from that key. In this
superior case, note that generated error might be 0 & among 2 successive nodes, the
maximum errors might be recognized.

Step 3: Encryption phase:

Consider ‘c’ as a random value that is selected from Z, & message M(M €

G1). In some identity v, the process of encryption will be carried by means of following

C= (e(gl.gz)M,g", (u’nm) ) (13)

iev

equation:

Step 4: Decryption phase:

Assume C = (Cy, C,, C3) as a valid text of cipher for the M message under the
identity of user v. After that, the C cipher text might be decrypted by means of d,, =
(d4,d5) which is expressed by following equations:

e(g", (u [li=v v)°)

€090, 92)"M) e et ey v, 97 (14
c e(g, (W' [1i=y v)™)
(@91, 92)"M) o el Ty v, 9) (15)
c e(g, (W' [1i=y v)"™)
(€91, 92)"M) G Nee(g, (@ Thimy v (16)
C=M. (17)

10
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Hence, by this, the private key is generated and is followed by cryptographic
scheme which is shown in subsequent section.

3.3. Ensemble improved homomorphic pailler and quantized elgammal
ECC for cryptography

An Ensemble improved Homomorphic Pailler& Quantized Elgammal ECC
cryptosystem is employed to secure the data.
3.3.1. Pailler cryptosystem

This pailler based encryption is a semantic secured and probabilistic encryption
which is also a homomorphic one. This is not as much as strong like FHE which has
both multiplicative & additive possessions similarly; however, this is much more
practical and sophisticated. This multiplicative and additive property indicates that it
is capable of computing encrypted sum or the product of 2 numbers over computing
ciphertexts of the respective numbers with that of public keys. This additive nature
aids data owner to preserve secret key confidentially thereby protecting data of user
quality through secured multiplication. This model includes 3 phases like key
generation together with encryption & decryption. In the key generation process, 2
large prime numbers a and b are selected randomly. The calculation of these terms n
and A(n) are computed by n = ab, after which:

An) =lem(a—1,b— 1) (18)
After which, generator element ¢ & u are chosen by:
© = (L(t*mod n?))"t mod n (19)

In this, L(p) is signified by L(p) = (p — 1)/p. Therefore, public key is signified
by (n, £), and private key as (4, it). Once the key is generated then g is encrypted using;:

CT = t9,k™ mod n® (20)
In this, k is regarded as random number. After that, ciphertext is being decrypted
by means of following equation:
g = (L(CT*mod n?) /L (t*mod n?))mod n (21)
This model is hybridized with Quantized Elgammal ECC model so as to attain
enhanced security performance [26].
3.3.2. Quantized elgammal ECC

A Quantized Elliptic curve will be described as a point that satisfies Weierstrass
equation in plane projection. Assume E,, as elliptic curve notation and is expressed by:

y? = x3 + ax + b(mod p) (22)

In this, ‘a” & ‘b’ signifies 2 constants which satisfies 4a® + 27bh% # 0, and p
signifies the prime. Specifically, the coordinates of EC must follows the Abelian
additive property.

Definition 1: EC Addition: Assume P, Q, R, and O be the 4 points at EC (Elliptic
curve) Ey, (O denotes the infinite points) [27]:

@O0+P=P+0=P;

11
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(b) —0=0;

(c¢) In case P(x,y) # 0, after that — P =(x, —y);

(d) In case Q =—P, after that P+ 0 =0;

(e)Incase P # O,Q # 0, Q # —P, R signifies other straight lines intersection
PQ (if P # Q)orelse E), in point of intersection P if P = Q) having other EC point £y,
after that, P + Q = al'R [24].

From Figure 3, P(x1,y;) & Q(x3,y,) will be regarded as elliptic curve
randomly, and in another point R of EC, straight line is constructed. Then, the y axis
parallel axis will be crossed over R to R', & prompt P(x1,y1) + Q(x2,¥,) =R’ =
—R = (x5, —y3). Therefore, result of additional point R'(x3,y3) will be denoted by
[28]:

Figure 3. Theory of EC encryption.

— .2
X3 =T — X1 — Xy
(23)
{3’3 =7(x1 —x3) =)
In this, T signifies slope and is denoted by:
(yz — V1
(24)

3xf+a ifP=Q
2y,

Tzixz—xl if P+Q

As of the analysis shown above, it was obvious that result of point addition is
entirely on EC. However, addition integration law on EC and discrete logarithm
function, the EC based cryptography should be established. The EC Discrete
Logarithm Problem (ECDLP) must be established. This is the asymmetric
cryptosystem that may create cryptosystem security depending on ECC.

Definition 2. Let p be the prime & elliptic curve is denoted by E,,. Intended for
P and Q be 2 points on the EC, which must satisfy the condition Q = kP. It is obvious
that it must be easier for computing Q from k£ & P. Though, this might be intricate for
computing & from P and Q.

Due to irreversible ECDLPsolution, cryptosystem ElGammalwill be presented &
is thus defined by Quantized ElGammal cryptosystem that offers faster computation
with smaller length of key. Though, security is offered by Quantized ElGammal
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Elliptic cryptosystem will be enhanced than others. The process of encryption and
decryption is provided by [29]:

Stage 1: Generation of key at receiver side

(2) Elliptic curve Equation Ej,: y? = x3 + ax + b, p prime & L basic point were
selected.

(b) A private key d will thus be set by the receiver & Q is computed by means of
Q =dL.

(¢) E,, p, L, Qkeys remains visible

Stage 2: process of transmitter’s encryption:

(a) A plain text is signified by U, & it is converted as points on EC filed as U’.

(b) A private key k will be set by transmitter once C; = kL&C, = U’ ® kQ, at
which ' @ ' signifies addition operation on EC.

(c) An encrypted data C; &C,will thus be transmitted to receiver.

Stage 3: process of decryption by transmitter

(a) As per private key d of the receiver, U'will be specified as:

U=CQdc;=U" QkQ)@QdkL)=U"Q (k.dL @d.kL)=U"  (25)

In this, " @ " signifies to the inverse addition operation on EC.

(b) From plaintext to U’ to U restoration.

Since the existing models such as RSA needs huge size of keys, computation time
might be higher and likewise the process also expensive. It should be avoided using
this proposed Ensemble model thereby offering security with smaller key size and less
time. Since the additive homomorphic encryption is followed, the suggested model
executes simple addition over integers for the purpose of encryption and decryption
process [30].

3.4. SHA3 based signature verification

At last, the verification of signature is accomplished on the decrypted outcome
using SHA3 based hashing function so as to access authenticated users. Generally,
hash function exploits variable length data blocks as an input and provides fixed hash
values size. this hash function thereby checks integrity of data and alters in any data
bits might offer other hash value. For any such data selected D, it is complicated to
extract data M such that H(D) = M. The existing hashing technique limitation is
overcome on employing this model. Therefore, this proposed hash function is a type
of computing signatures of several magnitudes such as 224, 256, 384 & 512 bits. There
exist two stages like squeezing and absorbing stage. In absorption phase, original text
is thus exposed to the transformation and in squeezing phase, hash value output is
condensed from initial bit & after that permutations will be carried if bit needed is not
accomplished at output. Therefore, resulting value output of permutations are
computed. An efficient security constraint for generic attacks are major intention of
SHA3. The function of compression is flexible and simpler. By this, one-way
password for SHA3 is created for member authentication and verification of signature
is carried by means of hash function [31].
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(¢

4. Performance analysis

The performance evaluation of feature extraction image categorization for secret
data sharing is tested and the evaluations made are projected here. The performance is
tested on CIFAR-10 and MNIST based image dataset at which these input images are
shared with secret data. The proposed model extracts the features of these images thus

categorizes based on their features to extract secret message.

4.1. Performance evaluation with considered database with feature
extraction categorization model

A dataset CIFAR-10 and MNIST [26] comprises of several images employed for
training ML approaches & computer vision. Thus, presented database will be utilized
progressively intended for the ML approach-based retrieval process. It has about
60,000 images, entire of which having size 32 x 32 and in the format of PNG with ten
different classes as shown in below Figure 4. For instance, a vehicle, an Aeroplan,
birds, cat, deer, dog, horse, frog, truck, and ship are the classes. Total of about 5000
training pictures with 10,000 testing images are considered from dataset CIFAR —
10 and MNIST sample images along with first set being exploited for training and
next set employed for testing for estimating suggested model. There exist 1000 photos
precisely from every class of testing batch which were picked arbitrarily. The arranged

5000 images randomly from every class will be covered at every training batch.

Class Images

T Lk ]
SRR e B R S
= miE NEI" ¥ RN
bR S S O G -
- mﬂ’bn"!ﬂdi
Horse ‘ = v 5 am
o ﬁag‘mgzﬂ

A i BB s e

Sample MNIST image

10

15

20

25

o 5 10 15 20 25
Extracted Features: [8.7@918367 ©.01147959 ©. ©.28892857 B8.8@637755 O.
©.8e382653 ©.81913265 O. 2.e85108284 O. ©2.e8382653
a. e. a. ©.03954082 0.00127551 ©.

Figure 4. Input image from CIFAR and MNIST database classes.
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Figure 5 is the extraction accuracy outcome and its comparison with existing
models. The accuracy of feature extraction model employed is estimated and their
outcomes are related with other extraction models considered. From analysis, it is
obvious that the proposed model (RI-LBP) with optimization model enhances the
accuracy of feature extraction process [32].

Comparision of Extraction Accuracy for proposed model

100 A

80 1

60 1

Percentage Accuracy

20 A

DT Extraction CNN Extraction RCNN Extraction Proposed Extraction
Methods

Figure 5. Extraction accuracy.

The extracted categorization outcome is compared with actual outcome and the
confusion matrix for predicted and true labels are projected and is shown in Figure 6.

60
airplane 8 0 4 2 i 0 16 0
automobile it 6 13 3 8 0 9 0
50
bird 1B (5] 7 2 = 0 10 1
cat 14 9 10 ¥ 4 1 3 0 40
E deer 4 = 20 5 Y 4 3 2 @4 B
[+
v - 30
= dog kg 8 18 5 5 0 3 0
=
{ T 10 ] 8 5 2 9 1
frog -20
horse 1 =~ e o 10 .3 5 4 3 2
ship B 7 6 3 3 0 EW - 10
truck 16 3 10 4 8 2 10 3
=D

= T T T T T T T T T
airpmariemobibed cat deer dog frog horse ship truck
Predicted label

Figure 6. Confusion matrix of true labels and predicted labels.

Figure 7a is the categorization report attained for each class with respect to
precision, recall, and F1-score for varied classes. For entire classes, the calculations of
entire metrics like precision, recall, and F1-score are defined in Figure 7b [21].
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Classification Report

0.6 -

Classes

(@)

W Precision
 Recall
EN F1Score

Accuracy = TP+TN
CUraY = TP+ TN+ FP+ FN
Precision — TP
recision = o0
TP
Recall = —————
eca I
;- W 2 x Precision x Recall

Precision + Recall
(b)

Figure 7. (a) Categorization report of each class w.r.t precision, recall, F1-score, (b) Performance metrics calculation.

8.

True Positive Rate

The RoC curve is plotted in terms of false positive rate and true positive rate of
extraction process. The categorization of extracted image is predicted for their false
and true predictions from which the RoC curve plot is carried and is shown in Figure

Receiver Operating Characteristic (ROC) Curve

101

0.8 1

0.6 1

041

0.21

0.0

=== ROC curve (area = nan)

T T

04 0.6 0.8 10

False Positive Rate

Figure 8. ROC curve.

The precision-recall curve is plotted in terms of precision values and recall values
attained from proposed extraction process. The categorization of extracted image is
predicted for its precision and recall values from which the precision-recall curve is
plotted and is shown in Figure 9 [33].
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Precision-Recall Curve

1014

0.8 1

0.6 1

Precision

0.4 1

0.2 1

0.0 1

0.0 0.2 0.4 0.6 0.8 1.0
Recall

Figure 9. Precision-recall curve.

4.2. Comparative estimation of proposed cryptography and key
generation schemes

Once the feature extraction and categorization of extracted features are made, the
cryptographic approach is employed to make the data transmission secure. The
performance of this security model employed is estimated and is compared with
existing models to prove the enhancement of proposed model over others.

Figure 10 represents the comparative analysis of runtime of whole process. From
this, it was evident that proposed method takes less time on comparing other existing
techniques like BCAS and tuCP-ABE scheme. As the attributes increases, the runtime
of whole process of the existing technique is longer than the proposed method which
reveals the effectiveness of proposed scheme [27]. Figure 11 illustrates the
comparative analysis of storage space of the whole process.

i Runtime of whole process
[ T T

BCAS
=—i— tuCP-ABE

2 i Proposed Scheme

s - -

F s i

6.1

Time(s)

o 20 a0 60 80 100
Number of Attributes

Figure 10. comparative analysis of runtime of whole process.
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storage space of the whole process
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Figure 11. comparative analysis of storage space of whole process.

Figure 12 represents the comparative analysis of storage space of whole process.
From this, it was evident that proposed method takes less space on comparing other
existing techniques like BCAS and tuCP-ABE scheme. As the attributes increases, the
runtime of whole process of the existing technique is longer than the proposed method
which reveals the effectiveness of proposed scheme.

i66 Analysis of Time Complexity

—— 25 MB
20 —f— 50MB | 7
70 MB

Time In milliseconds

o =3
et _
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e(\c\! ™

<xo®®
Figure 12. comparative analysis of time complexity.

A time complexity of the suggested method is estimated and outcomes attained
are compared with existing methods and is illustrated Figure 12 and the proposed
model time complexity is low compared to other existing model where proposed
model time complexity is O(n) and RSA, Variant paillier, Elgamal as O(n*) where
consistency services achieve the worst case of O(2"). The time complexity is expressed
as shown:

Total number of blocks per bits X two phase encryption

Is = Time taken (s) (26)

Table 1 shows the proposed cryptography system execution time employed. The
execution time is estimated for both encryption process and decryption process. The
results are compared with other existing models [28], Medileh SA, Laouid M,
Hammoudeh M, et al. [34] to prove the effectiveness of suggested scheme over other
models compared. The analysis attained shows that the execution time of suggested
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model will be lower than others making system effective. An attained outcome clearly
shows that the encryption & decryption speed of suggested system outpaces the
existing methods time. Thus, the proposed model is said to have higher speed with
enhanced security.

Table 1. comparative analysis of execution efficiency.

Methods Encryption Time (ms) Decryption Time (ms)
Consistency service 68.1 82.4
RSA [28] 55.4 64.4
Variant-Paillier [29] 11.91 17.67
ElGamal [30] 47 15
DGHYV [31] 50 10
PRBS-HE [32] 255 493
SGD-HE [33] 899 785
LF-HE [34] 0.07 11.95
P-HE [35] 0.036 0.041
Proposed 0.029 0.038

5. Conclusion

The extraction of image features and transmission of extracted secret information
transmission securely in cloud environment was carried in the proposed model.
Primarily, input images were retrieved & parameter initialization is carried using
bilinear matrix. The Optimal feature extraction is carried using RI-LBP along with
Enriched Shark smell optimization process so as to extract secret information’s feature.
then, the private key generation takes place using E-IBE followed by cryptographic
process using Ensemble Improved Homomorphic Pailler & Quantized ElGammal
ECC approach. The attained decrypted outcome was then verified digitally by means
of SHA3 verification model. The data retrieved is provided to the user after validation
securely. The simulation results are then observed on CIFAR-10 database by
analyzing proposed scheme performance & comparisons were made with traditional
schemes to validate the enhancement of proposed model over other schemes. The
performance is carried for various metrics like extraction accuracy, precision, F1-score,
recall, RoC curve, precision-recall curve, runtime & storage space of entire system,
and execution time. The outcome shows that the proposed model shows improvement
over other existing models compared. The future work includes adding more variety
of dataset for the image extraction to increase the efficiency of the proposed approach.
Furthermore, there aren’t many solutions that can effectively accomplish dynamic data
updating and data integrity checking at the same time without relying on a third party.
Consequently, this research primary goal is to create a novel plan that would address
all of the above-mentioned issues at once. In addition to guaranteeing the image’s
security, the above-mentioned multiple encrypted image retrieval systems might also
retrieve comparable images and increase the size of images in future testing
environments. However, in future to increase retrieval efficiency, selecting a sensible
index construction strategy of images is therefore essential.
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