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Abstract: Additionally, the continued rise of generative artificial intelligence (GenAl) is
leading to the easy creation of believable text, images, audio, and 3D virtual assets with which
to populate the metaverse. However, the growing blurring of indistinctness between human-
made and machine-made content has caused serious questions about legitimate content,
intellectual property (IP) copyright and ethical transparency. This paper proposes a Multimodal
Al-Watermarking Framework (MAI-WF) to protect generative content in the visual, auditory,
and textual modalities in immersive metaverse interactions. The proposed framework includes
deep neural embeddings, watermarking for reversibility of watermarked content and cross-
modal feature fusion in order to provide authenticity verification & ownership tracking
without a perceptual quality degradation. Experiments on publicly available datasets (MS-
COCO, VCTK, and WikiText-103) show that the average Peak Signal-to-Noise Ratio (PSNR)
for images, Signal-to-Noise Ratio (SNR) for audio, and Bit-Error Rate (BER) less than 1%
are obtained in text embedding by MAI-WF with a robustness against compression, scaling
and adversarial transformations. The framework supports interoperability with identity
registries that are based on blockchains for providing traceability in decentralised metaverse
environments.

Keywords: Multimodal watermarking, Generative Al, Metaverse security, Cross-modal
learning, Content provenance, Blockchain authentication

1. Introduction

The metaverse combines augmented reality (AR), virtual reality (VR), mixed
reality (MR), and human-machine interfaces (HMI), with blockchain, artificial
intelligence (Al) and the internet of things (IoT) they become a semi-permanent
virtual world which is shared among users and is always active. With the rise of
generative models, like DALL.E. three, Stable Diffusion and ChatGPT, creators
and users can create high-fidelity multimodal content in seconds. However, for
this creative freedom, there are new challenges in identifying the authenticity of
assets, differentiating genuine assets from deepfakes, ownership in decentralized
environments, maintaining copyright and creator identity. One of the reasons is that
the traditional watermarking methods, effective in 2D media environment, do not
accommodate the transformation across different modalities (text -> image -> audio
modality) in the metaverse environment and its lots of dynamic transformations. this
research introduces a Multimodal Al-Watermarking Framework (MAI-WF), designed
for adaptive watermark embedding across multiple modalities. The approach
fuses deep representation learning, frequency-domain reversible watermarking,
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and transformer-based fusion layers to provide secure, imperceptible, and robust
watermarking adaptable to any generative pipeline used in the metaverse.

2. Related Work

Recent studies in Al-based watermarking can be classified into three main
categories:

a) Deep Neural Watermarking: introduced HiDDeN [1], a CNN-based encoder-
decoder for image watermarking. StegaStamp [2] for invisible watermark embedding
into digital photos. However, these methods are modality-specific and fail to
generalize across audio or text.

b) Generative Content Authentication: proposed RivaGAN [3], a GAN-based
framework for robust video watermarking under compression attacks. explored
Reversible Watermarking in Diffusion Models[4] for Al-generated art. Yet, these
approaches lack interoperability and are computationally intensive.

c) Metaverse and Blockchain Security: Blockchain-based registries (e.g., NFT
platforms) ensure ownership but rely on metadata, not intrinsic watermarking. The
other functionality has already been merged into Artificial intelligence-watermark
hybrids; this is the tokens and feature-based embeddings combined [5], but not
designed for 3D content.

Therefore, there still exists the gap between a generalized, multi-modal, and Al-
adaptive watermarking framework for real-time metaverse systems.

3. Methodology

In order to embed and extract a watermark from Cross-Modality (text, image,
audio) content created and distributed in the Metaverse Industry, we proposed a Multi-
modal Al-Watermarking Framework (MAI-WF) that will provide Multi-modality
Enabling Multi-modal consistency, and semantic correlation and reversibility under a
common latent embedding space.

3.1. Theoretical Foundation

In the metaverse ecosystem there are small-scale to large-scale generative Al
systems (i.e. text to image, text to audio) that are continuously generating digital
artifacts. As such, the watermarking techniques should be able to operate within the
latent spaces where generative content is produced. They must preserve perceptual
and semantic quality through routine metaverse transformations—such as scaling,
recompression, remapping, and re-rendering. Therefore, MAI-WF is based on the
Latent Domain Embedding (LDE) concept [6] , which embeds watermark bits into
high-level latent features obtained from modality-specific encoders, rather than
manipulating raw image pixels or audio signals .This integrated design option
contributes to increasing the unnoticed, and strength.

3.2. System Architecture

The MAI-WF architecture has five layers (see conceptual flow below)

Figure 1 shown two stage architecture. The Embedding Path The raw input
is encoded and extracted into features and a watermark signal is generated by
a watermark generator and them a fusion embedding network combines both
outputs together to produce a watermarked output. The watermarked input in the
Verification Path is sent through watermark decoder and the information extracted
is authenticated by a verification module to detect the presence and integrity of
watermark.
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Figure 1. Embedding Path and Verification Path

(a) Feature Encoder Layer

Each modality me{T,[,A} A modality-specific encoder Zm is used to get the
latent feature map of text, image, audio (T,[,A) :

Zm = Em (Xm) (1

Where:

Zm : Modality-Specific Encoder

* X.: text token embeddings using BERT or GPT-like transformer,

* X, : image tensors processed by a CNN/DWT encoder (e.g., ResNet-50),

* X, : audio spectrogram or MFCC features processed by a CNN-RNN hybrid.

* Em (.) : Encoder network for modality m

* {T,ILA}: Set of modalities: Text (T), Image (I), Audio (A)

These latent representations are also normalised to a shared embedding
dimensionality of d € N (e.g., d = 512) by a linear projection so that fusion of the
representations is possible.

(b) Watermark Generation and Encryption Layer

The watermark sequence we{0,1}" (L bits) is first concatenated with a secret
key k, producing a secure embedding vector:

Ew = fiu (AES(w,k)) 2
w€{0,1}" : (Binary watermark sequence)

L: Length of watermark in bits

k : Secret encryption key

fup(.) - Multilayer perceptron mapping encrypted bits to latent space

AES (): AES-256 encryption function

In which bits of the watermark have been encrypted by AES () using a
symmetric key, and f,,,» is used to map them to an equal share of the feature space Rd
This makes the watermarks irretrievable without the secret key.

(¢) Cross-Modal Fusion and Embedding Layer

This is the gist of innovation of MAI-WF. It presents a Cross-Attention Fusion
Transformer (CAFT) which fusion dynamically incorporates the watermark features
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Ew into watermark-modality latent spaces Z,,.
Z,' = Cross-Attn (Q=Z72,,K=E,, V=E,) 3)

Here, Z,’ is the watermarked latent representation. The attention mechanism
ensures:

* The watermark signal aligns semantically with the most relevant feature
regions (e.g., visual focus points in an image, semantically dense text tokens, or tonal
peaks in audio).

* It minimizes distortion by scaling attention weights a€[0,1] adaptively:

Z,'=Z,+ta(Z,0FE,) “4)

Z,ER’ : Latent feature representation of modality m before watermarking

Z,'€R’ : Watermarked latent feature representation of modality m

where O denotes element-wise multiplication.

(d) Reconstruction / Decoder Layer

The Decoder Network D,, reconstructs the watermarked modality:

X~ =D, (Z,) (%)

Depending on modality:

* Text : Transformer decoder re-generates sentence tokens preserving semantics.

* Image : De-Convolution + inverse DWT reconstructs the image.

* Audio: RNN or Wave Net reconstructs waveform samples from latent
codes [7].

* D,, () : Decoder / reconstruction network for modality m

(e) Watermark Extraction and Verification Layer

At verification, a similar encoding process extracts embedded watermark bits w’

w'=f _IMLP (£ lw(Z ') (6)
The system calculates Bit Error Rate (BER) between original watermark w and
extracted watermark w':
BER=1/LY" ., lwi~wi'| (7)
Authentication is accepted if BER <t , where t is a small threshold (empirically
0.01).
f'MLP(): Inverse MLP for watermark extraction
T : Authentication threshold for BER
Algorithmic Workflow: MAI-WF Embedding and Verification
Input multimodal data XT,XI,XA , watermark w, and secret key k.
Encrypt watermark: Ew = AES(w.k)
Encode modalities to latent features: Zm = Em(Xm), me{T,[LA}.
Map encrypted watermark using MLP: W = fMLP(Ew).
Embed watermark via Z'm = CAFT(Zm, W).
Decode to obtain watermarked outputs: X *m = Dm(Zm'").
Re-encode received content: Z"m = Em(X”m).
Extract watermark: W’ = CAFT '(Z"m)W’ = AES'(f '"MLP(W'),k).
9. Compute BER between w and w'.
10. If BER < 1 accept authentication, else reject.
Figure 2 shown workflow diagram and explain how to follow the procedure of
embedding and verification process
Security Analysis Robustness Analysis: The security and strength of the
framework are ensured by:
Latent Domain Embedding (LDE): Watermark concealed in the deep feature
space, and is immune to pixel-wise manipulations.

PN R WD
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Figure 2. MAI-WF Embedding and Verification

AES Encryption: Makes the watermark reverse inference unwelcome.

Cross-Modal Consistency: Alignment losses give a guarantee that despite one
modality getting attacked, other ones have watermark signals that can be recovered in
advance.

Adversarial Défense: in this method during training, the simulations consist of
compression, scaling, paraphrasing, and so on in the attempts to enhance robustness [8].

Complexity and Efficiency:

The computational complexities of the embedding process are: O (Md’)

Where: O: Big-oh

Where the number of modalities and d is is embedding dimension. Using GPU
acceleration, the time to embed a watermark on an image/audio/text instance was 0.24
seconds, which can be used in real-time or near-real-time metaverse interactions.

Complexity and Efficiency Trade-off:

The embedding process has a computational complexity of O(Md’) and M is a
number of modalities and d is the dimension of the embedding. The main cause of
this complexity is the Cross-Attention Fusion Transformer (CAFT) which is essential
in performance. This is a trade-off as far as the real-time needs of the metaverse are
concerned:

High Complexity (CAFT): CAFT is seen to have a multi-head attention
mechanism which is observed to be highly robust and cross-modally synergized by
dynamically attending to the relevant features. This is needed to protect high-fidelity
content.

Real-Time Requirement: On an NVIDIA RTX A6000, the mean watermark
embed time is 0.24 seconds per watermark. It can be applied in a variety of near-real-
time interactions in the metaverse, like publishing a created object. In highly avatar
live streaming, which is a highly latency-sensitive applicant, additional optimization
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by model pruning or edge-device-specific distillation might be considered in the
future. The present design is effective in balancing the state of the art performance
and real world deployability.

4. Experimental Setup

The empirical analysis of the suggested Multimodal Al-Watermarking
Framework (MAI-WF) was performed in terms of three benchmark sets associated
with each of the modalities:

Table 1. Benchmark Datasets Used for Multimodal Evaluation

Modality Dataset Name Description / Characteristics Data Volume
Image MS-COCO 2017 Large-scale objec't recognition dataset with 80 120,000 images
annotated categories
. Speech dataset containing recordings of 110
Audio VCTK Corpus speakers sampled at 4.1 kHz 44 hours of speech
Text WikiText-103 English Wikipedia-based corpus for language 103 million tokens

modeling and semantic evaluation

Table 1 below enumerates the benchmark datasets that were utilized in
multimodal evaluation. In the case of images, MS-COCO 2017 provides 120,000
images of 80 categories. In the audio, the VCTK Corpus has 44 hours of speech of
110 speakers. In the case of text, WikiText-103 has 103 million Wikipedia tokens.
Such datasets are standardized sources of assessing image, audio and text modalities
respectively.All the experiments were carried out with an NVIDIA RTX A6000
graphics card, Intel Xeon 6226R processor, and 128 GB of RAM. The implementation
was done in PyTorch 2.1 and hybrid model integration of the two frameworks, i.e.,
PyTorch 2.1 and TensorFlow 2.14.

Table 2. Experimental Hyperparameters for MAI-WF Training

Parameter Description Value

Learning Rate Step size used for model optimization (1 \times 10" {-4})
Batch Size Number of samples per training iteration 16

Watermark Length (L) Total bits embedded per sample 256 bits
Cross-Attention Heads Number of attention heads in fusion transformer 8

Fusion Depth Number of transformer layers for multimodal fusion 6 layers

Training Epochs Total training iterations over the dataset 100

Table 2 shows the hyperparameters of the experiment of training the MAI-WF
model. The learning rate is set at the optimum of the model. 1x10™ and a batch size
of 16 samples at once. The amount of watermark bits embedded per sample is 256
bits. The multimodal fusion fusion uses an 8-cross-attention head transformer and 6
layers of fusion. Training is done in 100 epochs on the dataset.

Figure 3 show that To mimic distortions of the metaverse, the watermarked
material was distorted with the following: JPEG compression (30—-90% quality),
Scaling (0.5% to 2x), Gaussian noise (¢ = 0.05), Audio resampling and MP3
compression, paraphrasing of text using GPT based augmentation[9].
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Figure 3. Multi-level Metaverse distortion and robustness evaluation framework

4.1 Evaluation metrics:

According to Figure 4 Image: Peak Signal to Noise ratio, Structural similarity
Index (SSI) Audio: Signal to noise ratio (SNR), Log Spectral Distance (LSD),Text
Bit Error rate (BER), Text Semantic similarity score (BERTScore). All: Accuracy of
Watermark Extraction, Attack Resistance.

Image Quality Metrics Audio Quality Metrics
e PSNR (Peak Signal-to-Noise Ratio) * Signal-to-Noise Ratio (SNR)
*  Structural Similarity Index (SSI) * Log Spectral Distance (LSD)
Text Quality Metrics Cross Modal Metrics
¢ Bit Ermror Rate (BER) * Watermark Extraction Accuracy
® Text Semantic Similarity Score (BERT Score) » Attack Resistance

Figure 4. Evaluation Metrics Framework

5. Implementation

The implementation of MAI-WF was divided into modality-specific and fusion
components According to Figure 5.

a) Image Embedding

An encoder-decoder will be based on a ResNet-50 + DWT that extracted and
reconstructed image features . The adaptive attention we used to fuse the encrypted
watermark vector fused in the latent frequency domain [10].
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b) Audio Embedding

Short-Time Fourier Transform (STFT) was used to create audio spectrograms.
The audio were represented as CNN-RNN (4 convolutional and 2 GRU layers)
encoded audio features[11]. The watermark was distilled in MFCC-space so that it
has a very low perceptual effect.

c¢) Text Embedding

BERT-base uncased was used to embed the text watermark and Transformer
decoder was used to reconstruct the text. The attention heads were infected with AES
encrypted watermark tokens [12] in order to maintain linguistic semantics.

d) Cross-Modal Fusion

Cross-Attention Fusion Transformer (CAFT) combined watermark vectors in all
modalities[ 13]. The contrastive loss was used to align the latent embedding [14].

e) Extraction and Verification.

In the verification, the watermark vector was reassembled with the help of
the inverse mapping. A threshold for t = 0.01, the authentication was precise. The
simulation of blockchain anchoring was performed with the use of Ethereum testnet
(Ropsten) to verify ownership[15].

[Watan':arkw ] [ Kelyk ]

1 JL ™
INPUTS l - o
¥ M
[ Image Input J [ Audio Input J [ Text Input ]
(" l (" l N s l
A) IMAGE EMBEDDING B) AUDIO EMBEDDING C) TEXT EMBEDDING
[ ResNet-50 + DWT Encoder | [ STFTSpectiogram | ( BERT-base Uncased |
v v v
[ Extract Image Features ] { ?rg;ﬁﬁ g“ggﬁ;’ ] [ Extract Text Features J
MODALITY-SPECIFIC
COMPONENTS Adaptive Attention Fusion v Aftention Heads with AES »,
[ (Latent Frequency Domain) — [ Extract Mi'o Peatures J ( Encrypted Tokens }‘
[ Reconstruct Image Features ] [ Watermark in MFCC-space ]“—’ [ Transformer Decoder ]
v ¥
[ Generate Image Watermark ]<__, [ Generate Audio Watermark ]+— [ Generate Text Watermark ]4-—
L3 o s k = . %,
| J
Y
[ Cross-Attention Fusion Transformer (CAFT) ]

BOTTOM SECTION -
CROSS-MODAL FUSION

FINAL SECTION -
EXTRACTION & VERIFICATION

Contrastive L:ss Alignment ]
Fused Waten:ark Vector Ey |
)
J

[
(
[ Extract Watenmark
( mverse Mapping
¥

Threshold 1=0.01
Auneicaion Susood

Blockehain Anchoring
(Ethereum Ropsten)

Figure 5. MAI WF Implementation Workflow
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6. Results and Discussion

Quantitative Results:

Table 3. Quantitative Results on Modality

Modality Metric

Without Attack After Compression After Scaling After Noise After Adversarial Attack

Image PSNR (dB)

Image SSIM
Audio SNR (dB)
Audio LSD

Text BER (%)

43.2
0.984
36.1
1.02
0.87

Text BERT Score 0.981

40.5 39.1 38.8 36.9
0.972 0.966 0.954 0.939
34.7 34.2 335 324
1.10 1.12 1.20 1.26
0.91 0.94 1.12 1.21
0.976 0.973 0.969 0.962

Table 3. measures the robustness of three modalities, that is, image, audio,
and text, in five conditions. The metrics of each modality have quality or fidelity
to an unattack basis (Without Attack).In all modalities, the performance decreases
in that order compression, scaling, noise, and adversarial attacks lead to the largest
degradations, image PSNR reduces by 43.2 dB to 36.9 dB, audio SNR by 36.1 dB
to 32.4 dB, and text BER by 0.87% to 1.21 percent. It means that the system is
not quite sensitive to the typical distortions, but it is highly exposed to adversarial
perturbations.

Qualitative Analysis

» Imperceptibility: The PSNR ( > 40 dB) and SSIM ( > 0.97) confirmed
negligible perceptual distortion.

* Robustness: MAI-WF sustained extraction accuracy > 99% under compression,
scaling, and adversarial transformations.

* Cross-Modal Integrity: Fusion transformer preserved semantic consistency
between modalities, verified through cosine similarity ( > 0.95) between embeddings.

* Security: AES-256 encryption prevented unauthorized extraction without the
secret key.

Comparative Performance

Table 4. Performance Comparison with Baselines

Method PSNR (Image) SNR (Audio) BER (Text) Multimodal Support
HiDDeN [1] 39.8 dB — — NO

RivaGAN [3] 41.2dB 32.8dB — NO

Lietal. [5] 40.1 dB 33.8dB 1.9% Partial

Proposed MAI-WF 43.2 dB 36.1dB 0.87% Full

Table 4 we have the performance comparison with base line and also find result
of PSNR(Image), SNR(Audio), BER(Text) and Multimodal Support. The quantitative
analysis proves that MAI-WF obtains highly better results compared to unimodal
and hybrid models in the three dimensions of fidelity, robustness, and cross-modal
generalization.
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Figure 6. Component Contributions. (a) Effect of Cross-Modal Fusion (CAFT); (b) Effect of AES Encryption;

(c) Effect of Latent Domain Embedding (LDE).

Figure 6 We have designed three bar charts, each devoted to one element
of watermarking system. Component Impact: Here Table 5(a) Present magnetic
effect of Cross-Modal Fusion on PSNR SNR, and BER values, one can observe
primeval impact on semantic congruity and cross-non undifferentiating.Table 5(b)
AES Component Impact: The security implication of the use of AES encryption,
and it demonstrates how the lack of AES encryption can lead to the reduction of
cryptographic security even though there is no perceptual effect.Table (¢c) LDE
Component Impact: It shows the most significant value of Latent Domain Embedding
to imperceptibility and robustness, and the most severe drop in the results when
questioned, which highlights its significance in the system.

Table 5. Ablation study results under standard attack conditions

Model Variant Image PSNR (dB) Image SSIM Audio SNR (dB) Text BER (%) Extraction Accuracy (%)

MAI-WF (Full) 43.2

w/o CAFT
w/o AES
w/o LDE

40.6
43.1
38.9

0.984 36.1 0.87 99.13
0.971 33.4 1.62 96.41
0.983 36.0 0.88 99.08
0.958 31.7 2.34 93.72

Table 5 showing The ablation experiment explicitly illustrates that high
effectiveness of MAI-WF is not produced because of one design option but via the
synergistic incorporation of latent domain embedding, fusion of cross-modal attention
and cryptographic watermark security. The findings are supportive of the architectural
choices in the context of the framework, and they confirm that CAFT and LDE are
essential to the implementation of strong and secure multimodal watermarking in
metaverse settings.

Table 6. Security Against Collusion Attacks Matrix (MAI-WF)

Attack Scenario Without AES  Without CAFT Without LDE Proposed MAI-WF
Single Attacker Fail Partial Partial Secure
Two-user Collusion Fail Fail Partial Secure
Three-user Collusion Fail Fail Fail Secure
Cross-Modality Collusion Fail Fail Fail Secure
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Continuation Table:

Attack Scenario Without AES  Without CAFT Without LDE Proposed MAI-WF
Known-Algorithm Attack Fail Fail Fail Secure
Known-Algorithm + Known-Model Attack Fail Fail Fail Secure

According to Table 6 the collusion attack matrix shows, the loss of any
significant component leads to deterioration of security to a large extent. AES
safeguards the confidentiality of watermarks, CAFT defends cross-modal averaging
attacks and LDE is resistant to signal-domain statistical removal[16] . The entire
MAI-WF structure has the highest resistance to all collusion levels.

Imperceptibility vs. Robustness Trade-off: MAI-WF is capable of balancing
the traditional trade-off as it places the watermarks in the latent space[17] where
watermarks will not be perceptibility distracting but remain robust to attack.

Cross-Modal Synergy: Knowledge sharing across modalities Quantum fusion
with the Cross-Attention Fusion Transformer (CAFT) When one modality is under
attack or experiencing degradation, it carries out knowledge sharing across modalities.

Security Benefit: AES-256 encryption guarantees that the watermark cannot be
obtained or modified even in situations where the attackers are aware of watermarking
process. This introduces an extra level of security on top of traditional watermarking
by cryptography[18] .

Scalability and Efficiency: The framework shows computing efficiency
appropriate to deploying meta-appropriate watermarking to a real-time setting,
average watermark embedding time is below 0.25 seconds on RTX A6000 GPU.

The quantitative findings confirm the strength and accuracy of the system in
different attack conditions, and the qualitative one emphasizes the invisibility of
perception, preservation of semantics, and cross-modal flexibility. The pair provides
evidence of the fact that MAI-WF can deliver the state-of-the-art multimodal
watermarking performance - an obligatory measure in favour of authentic and safe
content verification in metaverse ecosystems.

7. Conclusion

The given paper has offered a Multimodal Al-Watermarking Framework (MAI-
WF) to secure and verify generative text, image , and audio generative materials
in metaverse spaces. Its framework combines latent domain embedding (LDE),
transformer-based cross-modal attention fusion, and AES-256 encryption, which can
be expected to work in harmony to meet imperceptibility, high strength, and security.
The experimental findings of MS-COCO, VCTK, and WikiText-103 represent that the
algorithms perform better with PSNR exceeding 43 dB, SNR exceeding 36 dB and
BER less than 1% in various attack conditions. Comparison analyses verify apparent
merits over current unimodal and hybrid watermarking procedures. The ablation study
also confirms that the two CAFT and LDE are also vital given how they contribute
to the effectiveness of the system. CPO Based on blockchain ownership anchoring
increases content traceability and provenance. In general, MAI-WF offers an efficient
and safe multimodal watermarking algorithm. The framework is a good balance of
fidelity, robust and security. All these features render it applicable in the metaverse
deployment in the real-world. On immersive digital ecosystems, MAI-WF provides a
good base of reliable protection of generative content.
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