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Abstract: The rapid expansion of immersive and interconnected digital technologies has
intensified cybersecurity challenges and increased the demand for adaptive, intelligence-driven
protection. This study systematically maps the intellectual structure, thematic evolution, and
research maturity of cybersecurity, machine learning, and metaverse-related research. A total
of 359 English-language journal articles indexed in Scopus and published between 2020 and
2026 were selected using the PRISMA-BiB protocol and analyzed using Biblioshiny through
annual scientific production, three-field plot, word frequency over time, trend topic, co-
occurrence network, and thematic map analyses. Publication output grew rapidly after 2023
and peaked in 2025. The co-occurrence network identified four interconnected clusters: core
cybersecurity and intelligent threat detection; artificial intelligence, blockchain, privacy, and
secure metaverse technologies; digital twin and cyber-physical infrastructure security; and
smart energy and critical infrastructure security. The thematic map positions cybersecurity,
network security, and virtual reality as Motor Themes, whereas artificial intelligence,
machine learning, digital twins, anomaly detection, blockchain, and the Internet of Things
occupy transitional or emerging positions. Synthesizing these findings, this study proposes a
relational conceptual framework positioning metaverse cybersecurity as a layered dependency
structure rather than a set of parallel research areas. Four testable propositions specify
how infrastructure resilience conditions intelligent detection, detection capability extends
through cyber-physical integration, integration supplies the data foundation for decentralized
trust, and trust governance mediates the translation of technical capability into ecosystem
trustworthiness. This developmental asymmetry indicates that the principal bottleneck in
securing metaverse ecosystems lies not in detection capability but in the integration and
governance layers.

Keywords: Cybersecurity; Machine learning; Artificial intelligence; Bibliometric analysis;
Science mapping; Metaverse; Virtual reality; Digital twin; Blockchain security; Biblioshiny

1. Introduction

The rapid digitalization of economic, financial, governmental, industrial,
social, and immersive systems has fundamentally reshaped the global cybersecurity
landscape. Cloud computing, e-commerce, mobile financial services, artificial
intelligence, the Internet of Things, blockchain, digital twins, and metaverse-based
environments have created new opportunities for innovation while simultaneously
expanding the attack surface available to cybercriminals [1,2]. Metaverse ecosystems
are characterized by persistent virtual environments, immersive interactions, identity
continuity, interoperability, and decentralized transactions [3,4]. These characteristics
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introduce security risks involving avatars, digital identities, virtual assets, smart
contracts, biometric data, spatial interactions, and cross-platform communication that
extend beyond conventional online systems [5-7].

Machine learning and artificial intelligence have become central technological
capabilities in contemporary cybersecurity. Rule-based and signature-based
mechanisms remain useful for detecting known threats; however, their effectiveness
is increasingly limited when confronting adaptive, large-scale, and previously unseen
attacks. Machine learning, deep learning, predictive analytics, anomaly detection,
and automated decision-making enable security systems to identify complex
patterns, classify malicious activities, detect fraudulent behavior, and support real-
time responses [8—13]. These capabilities are especially relevant to metaverse
environments, where multimodal behavioral data, immersive interactions, virtual
transactions, digital twins, and interconnected devices require adaptive and privacy-
aware security mechanisms [5-7].

Research at the intersection of cybersecurity and machine learning has expanded
rapidly, particularly after 2020, alongside the acceleration of cloud adoption, digital
transactions, remote interaction, and Al-enabled services. Existing studies have
examined intrusion detection, phishing, malware classification, cyber fraud, anti-
money laundering, forensic accounting, blockchain security, identity protection, and
network monitoring [14—18]. The scope of research has also broadened to digital
trust, platform governance, privacy, organizational resilience, ethical accountability,
and human-centered security. This transition is highly relevant to metaverse research
because secure immersive environments depend not only on technical detection
capabilities but also on identity governance, decentralized trust, infrastructure
resilience, regulatory oversight, and user protection [4—7].

Bibliometric analysis provides a systematic and reproducible method for
examining the intellectual development of rapidly evolving research domains.
Performance analysis and science-mapping techniques allow researchers to evaluate
publication growth, relationships among cited references, authors, and keywords,
thematic evolution, conceptual structures, and research maturity [19-25]. Previous
bibliometric studies have investigated specific areas such as cybersecurity governance,
cybercrime prevention, intrusion detection, blockchain security, Al-enabled threat
detection, cloud-Al-data center human capital ecosystems, and emerging service
sectors including halal tourism development [18,26-28]. However, limited attention
has been devoted to systematically mapping how these areas converge with virtual
reality, extended reality, augmented reality, avatars, digital identities, immersive
environments, virtual worlds, digital twins, and blockchain-enabled metaverse
infrastructures.

The fragmentation of existing literature creates an important conceptual and
methodological gap. Cybersecurity, machine learning, financial crime, blockchain,
cyber-physical systems, and immersive technologies are frequently examined as
separate knowledge domains, restricting the understanding of how their intellectual
and thematic structures collectively shape metaverse security[18,26,29]. A
broader bibliometric synthesis is required to explain the emergence of Al-driven
cybersecurity, the growing relevance of blockchain and federated learning, the role
of digital twins and network security, and the relationship between intelligent threat
detection and immersive-platform protection. Such integration is essential because
metaverse ecosystems simultaneously depend on artificial intelligence, decentralized
infrastructures, virtual identities, connected devices, behavioral data, and human
interaction [5-7].
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This study systematically maps and analyzes the intellectual structure, thematic
evolution, and developmental maturity of research at the intersection of cybersecurity,
machine learning, and metaverse-related technologies. A PRISMA-BiB machine
learning, and metaverse related technologies. A PRISMA-BiB compliant selection
process produced a final dataset of 359 Scopus-indexed articles, which were analyzed
exclusively using Biblioshiny. The analytical procedures comprise annual scientific
production, Three-Field Plot Analysis, Words Frequency Over Time Analysis, Trend
Topics Analysis, Co-occurrence Network Synthesis, and Thematic Map Analysis. The
study positions metaverse security as a central analytical domain and examines how
Al-enabled detection, blockchain security, digital identity protection, virtual reality,
digital twins, cyber-physical resilience, privacy, and governance con-tribute to the
development of trustworthy metaverse ecosystems.

2. Literature Review

The rapid advancement of digital technologies has positioned cybersecurity as a
strategic multidisciplinary field of contemporary research. The growing dependence
of organizations, governments, individuals, and virtual communities on cloud
computing, the Internet of Things, blockchain, digital twins, and immersive platforms
has expanded the cyber-attack surface and increased the complexity of digital threats.
Cybersecurity risks now extend beyond the confidentiality, integrity, and availability
of information to include organizational resilience, platform accountability,
transaction security, digital identity protection, privacy, regulatory governance, human
behavior, and trust within immersive digital environments [1,2].

Machine learning and artificial intelligence have emerged as transformative
technologies for strengthening cybersecurity through predictive analytics, intelligent
automation, and adaptive threat detection [8—13]. Applications such as deep learning,
fraud detection, intrusion detection, anomaly detection, forensic accounting, anti-
money laundering analytics, and phishing detection enable security systems to
identify hidden patterns, process large-scale data streams, detect suspicious activities,
and respond to evolving threats more effectively. Their relevance is particularly
significant in metaverse environments, where virtual reality, extended reality,
augmented reality, avatars, biometric interfaces, digital identities, virtual transactions,
digital twins, and decentralized assets generate persistent and highly sensitive data
that may be exposed to impersonation, privacy breaches, immersive phishing, smart
contract exploitation, and virtual asset fraud [5-7].

The convergence of cybersecurity, machine learning, and metaverse-enabling
technologies has generated a rapidly expanding yet fragmented body of knowledge.
Existing studies predominantly examine technical threat detection, financial fraud,
digital identity, blockchain security, biometric privacy, and immersive interaction
risks as separate research domains, providing a limited understanding of how these
themes are intellectually connected and have evolved within the broader metaverse
cybersecurity ecosystem [30]. This section reviews the development of cybersecurity
and machine learning research, examines metaverse-specific security and privacy
challenges, compares previous bibliometric studies, and identifies the theoretical,
methodological, and thematic gaps that motivate a more comprehensive science-
mapping analysis.

2.1. Cybersecurity, Machine Learning, and Metaverse Security
Cybersecurity encompasses the protection of digital systems, networks,
applications, data, and information assets from unauthorized access, malicious



Metaverse 2026, 7(3), m260017.

activities, and cyberattacks. Conventional cybersecurity mechanisms have largely
relied on rule-based controls and signature-based detection, which remain effective
for known threats but are less capable of responding to rapidly evolving and
previously unseen attack patterns. This limitation becomes particularly significant in
metaverse environments, where virtual identities, avatars, digital assets, blockchain
transactions, smart contracts, extended reality devices, and immersive interactions
create interconnected attack surfaces that combine technical, behavioral, financial,
and privacy-related vulnerabilities [5—7].

Machine learning provides an adaptive and data-driven approach to these
challenges by learning from historical observations, identifying hidden patterns,
and detecting anomalous or suspicious activities without depending exclusively on
predefined rules. In financial and transactional contexts, machine learning supports
fraud detection, anti-money laundering, and the identification of abnormal transaction
patterns [14—17]. In network and platform security, supervised, unsupervised, and
deep-learning techniques assist in detecting intrusions, malware, phishing, identity
misuse, and abnormal user behavior. These approaches extend to e-commerce
and online retail environments and multimodal detection of toxic and fraudulent
speech in scam confrontation scenarios [31,32]. Deep learning further extends these
capabilities by processing complex and high-dimensional data, including text, speech,
images, biometric signals, spatial interactions, and behavioral information, which are
increasingly relevant to immersive digital ecosystems [8—13].

Metaverse security requires the integration of machine learning with broader
governance, privacy, identity-management, and platform-accountability mechanisms.
Users may interact through avatars, exchange virtual assets, conduct immersive
commerce, access blockchain-based services, and generate persistent behavioral and
biometric data, thereby increasing exposure to identity theft, avatar impersonation,
immersive phishing, social engineering, virtual asset fraud, smart-contract
exploitation, and privacy leakage from extended-reality devices [3—7]. Digital literacy
also constitutes a complementary human capital capability because it strengthens
users ability to evaluate digital information, use technology responsibly, and adapt
to increasingly complex technology-driven environments [33]. These conditions
indicate that machine learning-based cybersecurity should not be treated merely as
an extension of conventional digital security, but as a foundational capability for
building trustworthy, resilient, and accountable metaverse ecosystems [34].

2.2. Bibliometric Studies in Cybersecurity and Metaverse

The rapid expansion of research on cybersecurity, digital security, machine
learning, and metaverse technologies has generated an increasingly interdisciplinary
body of literature in computer science, information systems, finance, governance,
public policy, and social sciences. Bibliometric analysis provides a systematic
and reproducible approach to examine publication growth, citation structures,
collaboration patterns, keyword relationships, intellectual structures, and thematic
evolution [19-25]. Its application is particularly relevant to rapidly developing
fields in which concepts such as cybercrime, cyber fraud, artificial intelligence,
deep learning, fraud detection, intrusion detection, anomaly detection, forensic
accounting, anti-money laundering, financial fraud, and phishing evolve across
multiple disciplines and application contexts. Unlike conventional narrative reviews,
bibliometric and science-mapping methods enable researchers to identify influential
contributors, emerging research clusters, and changes in a field’s conceptual structure
over time [35,36]. Longitudinal bibliometric mapping across extended observation
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periods has proven particularly effective in revealing how research priorities within a
domain shift in response to technological and institutional change [36].

Bibliometric methods have increasingly been applied to specific cybersecurity
domains, including cybercrime prevention, intrusion and anomaly detection, Al-based
threat detection, blockchain security, privacy protection, financial fraud analytics, and
cybersecurity governance [18,26,37]. Metaverse-related research has simultaneously
expanded across virtual reality, augmented reality, extended reality, avatars, digital
identities, immersive environments, virtual worlds, digital twins, and blockchain-
enabled infrastructures [3—7]. These technologies create a substantial overlap between
cybersecurity and machine learning because immersive and decentralized ecosystems
require adaptive mechanisms for identity verification, behavioral monitoring, fraud
detection, phishing prevention, virtual asset protection, and secure digital transactions.
Bibliometric mapping can reveal how established cybersecurity knowledge and
intelligent analytical methods are being extended to address the distinctive risks of
metaverse environments.

Existing bibliometric studies nevertheless tend to examine cybersecurity,
machine learning, financial crime, blockchain, or immersive technologies as separate
research domains. Many studies emphasize publication productivity and citation
performance while providing limited analysis of thematic evolution, research
maturity, and the relationships among Al-driven detection, forensic accountability,
anti-money laundering, digital identity, blockchain security, human behavior, and
immersive interaction risks [38—41]. Therefore, a more comprehensive science-
mapping approach is required to position metaverse security as a central analytical
domain and explain how technological, financial, behavioral, governance, and
virtual-environment dimensions collectively shape the development of contemporary
cybersecurity research.

2.3. Research Gap and Conceptual Positioning

Research on cybersecurity and machine learning has expanded substantially over
the past decade; however, important conceptual and methodological gaps remain.
Previous studies have predominantly examined specific applications, including
intrusion detection, malware classification, phishing detection, anomaly detection,
financial fraud analytics, anti-money laundering, forensic accounting, and blockchain
security [30,42—45]. These contributions offer valuable insights into individual
security challenges but provide a limited understanding of the broader intellectual
structure connecting cybersecurity, intelligent threat detection, digital identity,
immersive technologies, governance, behavioral security, financial protection,
and metaverse-specific risk. This fragmentation is particularly significant because
metaverse ecosystems integrate virtual reality, augmented reality, extended reality,
avatars, digital twins, virtual assets, blockchain infrastructures, and persistent user
interactions within interconnected digital environments [46—48].

Existing reviews and bibliometric studies have generally treated cybersecurity,
machine learning, financial crime, blockchain and immersive technologies as separate
knowledge domains. Limited attention has been devoted to systematically mapping
their intersection while simultaneously incorporating Al-driven threat detection, cyber
fraud, identity protection, immersive phishing, decentralized transaction security,
virtual-world governance, human-centered safeguards, and forensic accountability
[18,26]. This separation restricts previous research from explaining how established
cybersecurity capabilities are being adapted to the distinctive technical, be-havioral,
financial, ethical, privacy, and governance challenges associated with metaverse
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environments. Therefore, a comprehensive analytical perspective is required to
position metaverse security as a central research domain rather than a secondary
interpretative extension of general cybersecurity scholarship.

This study employs a Biblioshiny-based bibliometric and science-mapping
approach to analyze an expanded dataset of 359 Scopus-indexed articles retrieved
through an integrated search strategy encompassing cybersecurity, machine
learning, artificial intelligence, and metaverse-enabling technologies. This approach
follows established practice in which cluster-based bibliometric mapping is used
to derive integrated development strategies within fragmented research domains
[49]. Metaverse cybersecurity is conceptually positioned as a multidisciplinary
knowledge ecosystem in which machine learning and artificial intelligence provide
adaptive detection, prediction, and analytical capabilities, while digital identity
governance, blockchain security, fraud prevention, forensic accountability, digital
commerce protection, privacy safeguards, human behavior, and immersive-platform
governance constitute interdependent security dimensions. This conceptual
positioning provides a foundation for examining the intellectual structure, thematic
evolution, research maturity, and emerging directions of metaverse cybersecurity
research.

3. Methods

This study employs a quantitative bibliometric research design to examine the
intellectual structure, thematic evolution, and research maturity of the intersection
between cybersecurity, machine learning, and metaverse-related scholarship.
Bibliometric analysis was selected because it enables a systematic and reproducible
assessment of scientific production, conceptual relationships, thematic patterns, and
emerging research directions within a rapidly expanding interdisciplinary domain
[19-25]. The analysis was conducted using Biblioshiny on an expanded dataset of
359 Scopus-indexed articles retrieved through an integrated search strategy covering
cybersecurity, machine learning, artificial intelligence, and metaverse-enabling
technologies. Performance analysis and science mapping techniques were applied to
evaluate annual scientific production, source—author—keyword relationships, keyword
development over time, trend topics, co-occurrence structures, and thematic maturity.
Metaverse security is positioned as a central analytical domain rather than merely
an interpretative lens, thereby strengthening the alignment between the dataset,
analytical procedures, and the study’s theoretical contribution.

3.1. Research Design

This study adopted a bibliometric design that integrates performance analysis
and science mapping to examine the development of cybersecurity, machine learning,
and metaverse research. Performance analysis was applied to assess publication
growth, scientific productivity, and keyword frequency, and science-mapping
techniques were used to investigate conceptual relationships, thematic structures,
and the developmental maturity of the field. All analyses and visualizations were
conducted using Biblioshiny, a web-based interface of the Bibliometrix package in
R that supports reproducible bibliometric data processing, statistical analysis, and
graphical mapping [22-25]. The analytical procedures included annual scientific
production, three-field plot analysis, word-frequency development over time, trend
topics, keyword co-occurrence networks, and thematic mapping, thereby ensuring
methodological consistency across the study.



Metaverse 2026, 7(3), m260017.

DATA COLLECTION (

e
- SCOPUS DATABASE

' BOOLEAN SEARCH STRING

PRISMA-BiB SCREENING

DATA PREPARATION

FINAL DATASET
E (359 ARTICLES)

BIBLIOSHINY

ANALYSIS & OUTPUT
DATA ANALYSIS
[ Annual Scientific Production Analysis ] [ Three-field Plot Analysis ]
[ Words Frequency Overtime Analysis } [ Trend Topics Analysis ]
L Co-occurance Network Synthesis ] [ Thematic Map Synthesis ]
& =

}

RESULTS & DISCUSSION

Figure 1. Research Framework of the Bibliometric Analysis

Figure 1 presents the research framework adopted in this study, beginning with
data retrieval from the Scopus database through a structured Boolean search strategy,
followed by eligibility screening using the PRISMA-BiB protocol. The screening
process yielded a final dataset of 359 articles, which were analyzed entirely in
Biblioshiny to ensure methodological consistency across performance analysis and
science mapping. The analytical procedures comprised annual scientific production,
three-field plot analysis, word-frequency development over time, trend topics,
keyword co-occurrence networks, and thematic mapping. This framework places
metaverse security within the core analytical scope of the study by examining how
cybersecurity, machine learning, artificial intelligence, digital identity, blockchain
security, immersive environments, and related technologies are interconnected within
the evolving research domain.

3.2. Data Collection and Selection Procedure

The bibliometric dataset was retrieved from the Scopus database because
of its broad multidisciplinary coverage, standardized indexing procedures, and
comprehensive bibliographic metadata. Data were collected in early 2026 using
a structured Boolean query applied to the title, abstract, and keyword fields. The
search strategy integrated three interrelated conceptual domains: cybersecurity
and digital security; machine learning, artificial intelligence, and intelligent threat-
detection applications; and metaverse-enabling technologies, including virtual reality,
extended reality, augmented reality, avatars, digital identity, immersive environments,
virtual worlds, digital twins, and blockchain security. The complete Boolean search
string applied to the Scopus title, abstract, and keyword fields (searched July 2026)
was as follows: “TITLE-ABS-KEY ( ( "cybersecurity" OR "cyber security" OR
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"cybercrime" OR "cyber fraud" OR '"digital security”" ) AND ( "machine learning"
OR "deep learning" OR "artificial intelligence” OR "fraud detection" OR
"intrusion detection" OR "anomaly detection" OR "forensic accounting” OR "anti-
money laundering” OR "financial fraud" OR "phishing" ) AND ( "metaverse" OR
"virtual reality"” OR "extended reality" OR "augmented reality" OR "avatar" OR
"digital identity” OR "immersive environment*" OR "virtual world*" OR "digital
twin" OR "blockchain security" ) )”. This expanded strategy positioned metaverse
security within the core dataset and strengthened the alignment between the research
scope, analytical design, and reviewer recommendations.

Eligibility criteria were established to maintain the thematic relevance and
bibliographic consistency. The search was restricted to English-language journal
articles published between 2020 and 2026, while conference papers, book chapters,
editorials, notes, and non-English documents were excluded. Records were evaluated
according to their substantive relevance to the intersection of cybersecurity, machine
learning, and metaverse-related security, rather than on the incidental appearance of
isolated search terms.

The PRISMA-BIiB protocol was applied to structure the identification, screening,
eligibility assessment, and final inclusion stages [25]. The initial Boolean search on
the Scopus database, integrating the three conceptual clusters described in Section 3.2,
retrieved 1,535 records. Predefined eligibility filters document type (journal article),
language (English), and publication year (2020-2026) were then applied at the database
level, narrowing the dataset to 364 records. This filtering step reduced the corpus
based on bibliographic metadata rather than substantive thematic judgment. Title and
abstract screening of these 364 records subsequently identified one duplicate record and
four records whose primary research domain (e.g., urban landscape planning, tourism
policy, precision agriculture) was substantively unrelated to cybersecurity, machine
learning, or metaverse security despite incidental keyword overlap. These five records
were excluded, resulting in a final dataset of 359 articles for bibliometric and science-
mapping analysis. The complete selection process is presented in Figure 2.

c ~
(=) i ]
% Records identified from: 1 Records removed before screening: i
= Scopus database ———— -ﬂ Duplicate records removed ‘1
E (n=1535) | (n=1) ‘
e < ;
Y

E’ Records excluded

§ Recordsscreened | > (n=1,170)

g (n=1,534) Reasons:

v * Records not meeting predefined

eligibility filters

A 4

Reports excluded after title and
abstract review
"""" > Reasons:
» Thematically irrelevant
+ Primary research domain unrelated
to cybersecurity, machine learning,
or metaverse security

Reports assessed for eligibility
(n=364)

Eligibility

h 4

Studies included in review
(n=359)

Figure 2. PRISMA Flow Diagram
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3.3. Data Analysis Techniques

The 359 selected publications were analyzed exclusively using Biblioshiny
through an integrated combination of performance analysis and science-mapping
techniques. Annual Scientific Production Analysis was applied to examine publication
growth and the temporal development of the research domain; Three-Field Plot
Analysis was used to identify relationships among source journals, authors, and
author-defined keywords; Words Frequency Over Time Analysis evaluated changes
in the occurrence and prominence of major concepts; Trend Topics Analysis traced
the emergence, persistence, and decline of dominant research themes; Co-occurrence
Network Synthesis identified conceptual associations and major thematic clusters
among keywords; and Thematic Map Analysis Synthesis assessed the relevance
and developmental maturity of research themes based on centrality and density.
The resulting patterns were interpreted within the integrated scope of cybersecurity,
machine learning, and metaverse security to explain the relationships among artificial
intelligence, fraud and anomaly detection, digital identity, blockchain security,
immersive technologies, governance, privacy, and human-centered security in the
emerging virtual ecosystems. These interpretive patterns were further synthesized into
a conceptual framework integrating co-occurrence clusters and thematic map maturity
stages into a unified model of the metaverse cybersecurity ecosystem.

4. Results and discussion

This section presents the results of the bibliometric analysis conducted
exclusively in Biblioshiny and examines the intellectual development of research
at the intersection of cybersecurity, machine learning, and metaverse-related
technologies. The analysis covers publication growth, the relationships among
cited references, authors, and keywords, the temporal evolution of research topics,
keyword co-occurrence structures, and thematic maturity of research topics. The
discussion moves beyond descriptive reporting by interpreting the forces driving the
rapid expansion of Al-enabled cybersecurity, the growing relevance of blockchain
and privacy-preserving technologies, and the increasing integration of digital twins,
virtual reality, network security, and cyber-physical infrastructure within emerging
metaverse ecosystems.

The findings are organized into five analytical dimensions: annual scientific
production, intellectual structure, topic evolution, thematic clustering, and thematic
development. This structure demonstrates how established cybersecurity foundations
converge with intelligent detection, decentralized trust, immersive technologies, and
infrastructure resilience.

4.1. Publication Growth and Scientific Production

Figure 3 presents the annual scientific production of cybersecurity, machine
learning, and metaverse security from 2020 to 2026. Publication output increased
from three articles in 2020 to 15 in 2021, 28 in 2022, and 37 in 2023, indicating the
gradual consolidation of this interdisciplinary domain. The early growth phase reflects
increasing scholarly attention to the convergence of intelligent threat detection,
digital security, virtual environments, and decentralized technologies rather than to
cybersecurity and machine learning as isolated research areas.

Publication activity accelerated markedly in 2024, reaching 75 articles, as
immersive technologies, digital identities, blockchain infrastructures, virtual assets,
and artificial intelligence became more closely integrated into emerging Metaverse
ecosystems. The expansion of cloud services, digital transactions, extended-reality
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platforms, and data-intensive virtual interactions has increased the need for adaptive
security mechanisms capable of addressing identity misuse, fraud, privacy leakage,
anomalous behavior, and infrastructure vulnerabilities. This development helps
explain the rapid growth of Al-driven cybersecurity research and the increasing
relevance of blockchain security, governance, and user protection in immersive digital
environments [5-7,50-52].

Publication output reached its highest level in 2025, with 123 articles,
representing rapid expansion and increased disciplinary maturity. This suggests that
metaverse security research has moved beyond an exclusively technical focus toward
a broader socio-technical agenda encompassing digital identity governance, virtual
asset protection, financial fraud prevention, privacy, platform accountability, human
behavior, and regulatory challenges. The decline to 78 articles in 2026 should be
interpreted cautiously because the current-year record is likely incomplete owing to
publication schedules and Scopus indexing delays rather than indicating a substantive
reduction in scholarly interest

140
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75 4

Articles

50
37

2
25 15 /
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Figure 3. Annual Scientific Production

Figure 3 shows that the intersection of cybersecurity, machine learning, and
metaverse-related technologies has developed into a rapidly expanding research
domain, particularly since 2024. Publication growth alone does not reveal how
knowledge is distributed across journals, authors, and research themes. The following
section examines these relationships through a Three-Field Plot Analysis to identify
the principal contributors and conceptual linkages shaping the field.

4.2. Intellectual Structure of the Research Field

A Three-Field Plot Analysis was conducted in Biblioshiny to examine the
relationships among cited references, influential authors, and merged author keywords
within the cybersecurity—machine learning—metaverse research domain. The
visualization indicates that the field is structured through the interaction of established
cybersecurity knowledge, Al-driven analytical methods, and metaverse-enabling
technologies. This configuration demonstrates that contemporary metaverse security
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research draws upon multiple intellectual foundations, including network protection,
cyber-physical systems, digital twins, blockchain infrastructures, the Internet of
Things, and immersive virtual environments.
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Figure 4. Intellectual Structure of Cybersecurity and Machine Learning Research: A
Three-Field Plot Analysis

Figure 4 illustrates the linkages among cited references (CR), authors (AU), and
merged keywords (KW _Merged). Authors such as Park J. H., Aljuhani A., Yeun C. Y.,
Wang X., Alazab M., and Alcaraz C. are connected to recurring concepts including
cybersecurity, cyber security, digital twin, network security, blockchain, the Internet
of Things, intrusion detection, machine learning, anomaly detection, virtual reality,
deep learning, and the metaverse. The density of these connections indicates that
knowledge production is concentrated around the convergence of intelligent threat
detection and the technological infrastructures that support immersive, interconnected,
and decentralized digital environments.

The author—keyword relationships reveal a major intellectual stream centered
on Al-enabled cybersecurity. Machine learning, deep learning, intrusion detection,
anomaly detection, and network security form a closely connected group that reflects
the growing demand for adaptive mechanisms capable of identifying evolving
threats across large-scale heterogeneous digital systems. The prominence of these
themes suggests that algorithmic detection has become a foundational capability for
monitoring suspicious behavior, protecting networked environments, and supporting
real-time security responses on metaverse-related platforms.

The prominence of digital twin, the Internet of Things, Industry 4.0, blockchain,
virtual reality, and metaverse-related keywords reveals a second intellectual stream
focused on cyber-physical and immersive infrastructures. Digital twins and IoT
technologies extend security concerns from conventional information systems to
continuously connected physical—virtual environments, whereas blockchain and
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virtual reality introduce additional challenges involving decentralized transactions,
asset integrity, platform interoperability, and immersive interactions. These linkages
show that metaverse security is embedded directly within the analyzed knowledge
structure rather than being treated solely as a contextual interpretation of general
cybersecurity findings [53].

The Three-Field Plot demonstrates that the intellectual structure of the
field is shaped by the convergence of intelligent cyber-threat detection, cyber-
physical infrastructure protection, and immersive digital ecosystem security. This
convergence strengthens the conceptual positioning of metaverse cybersecurity as a
multidisciplinary research domain and provides a basis for examining the evolution
of its principal themes over time [54].

4.3. Evolution of Research Topics

The evolution of keyword frequencies provides a temporal perspective on how
the cybersecurity—machine learning—metaverse research domain developed between
2020 and 2026. Figure 5 shows that cybersecurity and cyber security remained
the most frequently occurring terms throughout the observation period, reaching
approximately 160 and 130 cumulative occurrences, respectively by 2026. Network
security also demonstrated sustained growth, whereas artificial intelligence, digital
twin, and machine learning increased markedly after 2023. This pattern indicates a
shift from conventional network protection approaches to intelligent, adaptive, and
data-driven security frameworks capable of addressing increasingly complex digital
threats.
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Figure 5. Words Frequency Over Time

The growing prominence of digital twin, Internet of Things, virtual reality,
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intrusion detection, and blockchain reveals the increasing integration of cybersecurity
with the technological foundations of metaverse ecosystems. The sharp acceleration
of these terms after 2024 reflects the expanding scholarly attention to interconnected
physical-virtual systems, immersive interactions, decentralized infrastructures, and
real-time threat monitoring. These developments demonstrate that metaverse security
is becoming embedded within the broader evolution of cybersecurity research through
the convergence of Al-enabled detection, virtual-environment protection, digital
identity assurance, and blockchain-based trust mechanisms [5-7].

The cumulative keyword patterns presented in Figure 5 provide an overview
of long-term thematic growth, but they do not indicate the specific periods in which
particular topics emerged, peaked, or gained scholarly prominence. Therefore, Trend
Topics Analysis was conducted in Biblioshiny to examine the temporal progression of
established and emerging research areas within the cybersecurity—machine learning—
metaverse domain. Figure 6 shows a transition from foundational infrastructure-
oriented topics toward intelligent, privacy-aware, and decentralized security
approaches.
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Figure 6. Trend Topics

Research activity during the earlier period was associated with technology,
robotics, 5G mobile communication systems, healthcare, and feature extraction.
These topics reflect the development of connected infrastructures and data processing
capabilities that later supported more advanced cybersecurity applications. The
emergence of machine learning, deep learning, and virtual reality around 2023-2024
indicates a shift toward intelligent threat detection and the protection of increasingly
immersive and data-intensive environments [55].

Cybersecurity, cyber security, and network security have become the most
prominent themes around 2025, as indicated by their larger bubbles and sustained
temporal presence. Their prominence reflects the growing need to protect cloud-
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based services, interconnected devices, virtual platforms, and digital transactions
from increasingly adaptive threats. The simultaneous development of machine
learning, deep learning, and virtual reality demonstrates that algorithmic security
and immersive-environment protection have become closely interconnected research
priorities [5-7,32].

Federated learning, blockchain security, and predictive analytics appear as
the most recent topics in 2026, signalling an emerging focus on privacy-preserving
intelligence, decentralized trust, and proactive threat anticipation. These themes are
particularly relevant to metaverse ecosystems because secure virtual environments
require distributed data processing, resilient blockchain infrastructures, transaction
integrity, and predictive monitoring without excessive exposure of sensitive
behavioral and biometric information. Therefore, the trend analysis confirms that
metaverse-related security has become embedded within the thematic evolution of the
field rather than remaining an external interpretative perspective.

4.4. Thematic Clusters in Cybersecurity and Machine Learning Research

A keyword co-occurrence network analysis was conducted using Biblioshiny
to examine the conceptual structure of research at the intersection of cybersecurity,
machine learning, and metaverse-related technologies. Co-occurrence analysis
identifies relationships among frequently associated keywords and reveals how
individual research topics are organized into broader thematic domains. Closely
connected terms form distinct clusters that represent the principal technological,
infrastructural, and security-oriented knowledge areas in the field.
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Figure 7. Co-occurance Network

Figure 7 reveals four distinct but closely interconnected clusters. The red cluster
is dominated by cybersecurity, cyber security, and network security, confirming their
position as the principal conceptual anchors of the literature. The blue cluster reflects
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the growing integration of artificial intelligence, blockchain, privacy, authentication,
anomaly detection, and metaverse-related technology. The green cluster represents
cyber-physical and digital infrastructure themes, including digital twins, connected
systems, and information management, whereas the smaller purple cluster indicates
a more specialized application domain. Extensive cross-cluster linkages demonstrate
that contemporary security research increasingly combines intelligent threat detection,
decentralized trust, immersive technologies, and infrastructure resilience.

The network structure positions metaverse security within the core conceptual
architecture of the field rather than as an external interpretative dimension. The
close relationships among cybersecurity, machine learning, blockchain security,
virtual environments, digital twins, and network protection indicate that secure
metaverse ecosystems require integrated technical and governance mechanisms. This
configuration provides the basis for interpreting the four thematic clusters in greater
detail and identifying the principal research directions shaping the development of
metaverse cybersecurity.

a) Cluster 1: Core Cybersecurity and Intelligent Threat Detection

The red cluster is centered on cybersecurity, cyber security, network security,
machine learning, deep learning, and intrusion-related concepts. Its dense internal
structure indicates that intelligent threat detection remains the principal knowledge
core of the field, driven by the need to identify increasingly adaptive attacks across
interconnected networks and digital platforms. Within metaverse environments,
this cluster supports real-time monitoring, anomaly recognition, identity protection,
and detection of malicious activities across virtual interaction, transaction, and
communication layers.

b) Cluster 2: Al, Blockchain, Privacy, and Secure Metaverse Technologies

The blue cluster brings together artificial intelligence, blockchain, blockchain
security, authentication, privacy, anomaly detection, federated learning, and
metaverse-related technologies. This configuration reflects the growing scholarly
attention to decentralized trust, privacy-preserving analytics, and secure identity
management in distributed digital environments. Its relevance to metaverse security
lies in its ability to protect sensitive behavioral and biometric data, verify avatars
and digital identities, secure virtual assets, and enable intelligent monitoring without
exposing users’ personal information.

c¢) Cluster 3: Digital Twin and Cyber-Physical Infrastructure Security

The green cluster is associated with digital twins, cyber-physical systems,
connected devices, edge computing, embedded technologies and information
management. These themes represent the convergence of physical and virtual
infrastructures, where security incidents can propagate between real-world systems
and their digital representations. Metaverse ecosystems increasingly depend on such
infrastructures to support persistent simulation, spatial interaction, and real-time data
exchange, making resilience, interoperability, and secure data synchronization central
research concerns.

d) Cluster 4: Smart Energy and Specialized Critical Infrastructure Security

The smaller purple cluster represents a more specialized domain related to smart
grids, energy systems, and critical infrastructure security. Its peripheral position
suggests a narrower but technically mature research area that remains connected to the
broader cybersecurity and cyber-physical systems literature. This cluster is relevant
to future metaverse ecosystems because large-scale immersive platforms depend on
reliable computing, communication, and energy infrastructures, the disruption of
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which could affect virtual services, digital economies, and interconnected physical
environments.

These findings extend previous bibliometric investigations of cybersecurity and
artificial intelligence. Ali et al. [50] similarly identified AI/ML integration, privacy,
and identity verification as dominant themes in a bibliometric analysis of ASEAN
cybersecurity research, corroborating the centrality of Clusters 1 and 2 in the present
study. However, their regionally bounded corpus did not capture the digital twin and
cyber-physical infrastructure dimensions (Cluster 3) or the smart energy and critical
infrastructure dimensions (Cluster 4) observed here, suggesting that the global and
metaverse-integrated search strategy of the present study captures a broader and
more technologically diversified knowledge structure than region-specific analyses.
This divergence highlights the added analytical value of explicitly incorporating
metaverse-enabling technologies into search and classification strategies.

4.5. Thematic Development and Research Maturity

The co-occurrence network reveals major thematic domains but does not
fully capture their developmental status. A thematic map analysis was conducted to
evaluate their relative importance and maturity levels. The thematic map classifies
research themes according to centrality, which reflects relevance and influence, and
density, which represents internal development and conceptual maturity.
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Figure 8. Thematic Map

Figure 8 classifies the themes into four quadrants: Motor Themes, Niche
Themes, Basic Themes, and Emerging or Declining Themes. The map shows that
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cybersecurity, network security, and virtual reality occupy the Motor Themes
quadrant, indicating that these topics are both highly relevant and comparatively
well-developed. Their joint positioning demonstrates that immersive-environment
protection is closely integrated with established cybersecurity and network-security
research.

The cluster comprising artificial intelligence, machine learning, and machine-
learning appears near the boundary between Niche and Motor Themes. This position
suggests strong internal development and increasing field-wide relevance, although
the cluster has not yet achieved the same level of centrality as the core cybersecurity
themes. Its location reflects the growing role of intelligent detection, predictive
analytics, and automated response in securing avatars, digital identities, behavioral
data, virtual transactions, and immersive platforms.

The positioning of artificial intelligence and machine learning near the Motor
Themes boundary also reflects a discernible temporal shift in the field's intellectual
maturity. Kim [37] characterized artificial intelligence as an emerging rather than
central influence on information security research by analyzing an earlier publication
window. The present analysis, incorporating publications through 2026, indicates
that this cluster has since advanced toward a more central and developmentally
mature position, consistent with the broader trajectory of Al-driven security research
documented in recent scientometric work [17,18].

The themes of digital twin, learning systems, and anomaly detection are
positioned close to the boundary between Motor and Basic Themes. Their high
centrality indicates strong relevance, whereas their moderate density suggests that
their internal theoretical and methodological development remains in progress. These
themes represent an important transitional area in which cyber-physical simulation,
adaptive learning, and real-time anomaly recognition are increasingly applied to
interconnected physical—virtual and metaverse environments.

The clusters containing cyber security, cyberattacks, and cyber-attacks, together
with Internet of Things, blockchain, and block-chain, appear in the Emerging or
Declining Themes quadrant. Their position should not be automatically interpreted
as evidence of declining importance because emerging and declining topics occupy
the same quadrant. The continuing expansion of metaverse infrastructures suggests
that these themes are undergoing conceptual transition toward blockchain security,
decentralized identity, loT-enabled immersive systems, and integrated cyber-risk
management.

The thematic configuration confirms that metaverse cybersecurity is developing
through the convergence of mature security foundations and emerging intelligent,
decentralized, and cyber-physical technologies. The prominence of virtual reality
within the Motor Themes quadrant and the strategic positioning of Al, digital twins,
anomaly detection, blockchain, and [oT demonstrate that metaverse security has
become an integral component of the field’s intellectual development, rather than a
secondary interpretative extension.

4.6. Relational Conceptual Framework of the Metaverse Cybersecurity
Ecosystem

Synthesizing the co-occurrence clusters presented in Figure 7 and the thematic
map findings presented in Figure 8, Figure 9 proposes a conceptual framework
positioning metaverse cybersecurity as an integrated, multidisciplinary knowledge
ecosystem rather than as four disconnected research areas. The framework advances
beyond descriptive classification by specifying the directional relationships through
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which each cluster conditions, extends, or governs the others. The ordering of these
relationships is derived empirically from the developmental positions established in
the thematic map analysis, and is formalised through four propositions.

Trustworthy Metaverse Ecosystem
Emergent outcome of layered cluster dependencies

P4 mediates / governs

Cluster 2 — Trust and Governance Layer
Al, blockchain, privacy, authentication, federated learning
Thematic position: Niche—Motor boundary (consaolidating)

P3 supplies data foundation

Cluster 3 — Integration Layer
Digital twins, cyber-physical systems, connected devices
Thematic position: Motor—-Basic boundary (transitional)

P2 extends across physical-virtual boundary

Cluster 1 — Detection Core
Cybersecurity, network security, intelligent threat detection
Thematic position: Motor Themes (mature)

Pl preconditions / constrains

Cluster 4 — Enabling Substrate
Smart energy, critical infrastructure resilience

Figure 9. Relational Conceptual Framework of the Metaverse Cybersecurity Ecosystem

The smart energy and critical infrastructure cluster occupies the lowest position
in the framework, functioning as an enabling substrate. Its peripheral location within
the co-occurrence network reflects a narrow thematic scope rather than limited
importance, since intelligent detection mechanisms cannot operate without reliable
computing, communication, and energy infrastructures. Large-scale immersive
platforms depend on persistent computational availability, and disruption at this level
propagates upward through every higher-order security capability. This dependency
is expressed in the first proposition. P1: infrastructure and energy resilience operates
as a boundary condition for metaverse cybersecurity, such that the effectiveness of all
higher-order security capabilities is constrained by the reliability of the underlying
computational and energy substrate.

The core cybersecurity and intelligent threat-detection cluster occupies the Motor
Themes quadrant and constitutes the generative capability layer of the framework.
Its high centrality and high density confirm that intelligent detection remains the
most developmentally mature component of the field. However, detection capability
developed for conventional network environments does not transfer automatically
to immersive contexts, where security incidents may originate in virtual interactions
yet manifest in connected physical systems. The digital twin and cyber-physical
infrastructure cluster provides the mechanism through which detection is extended
across this boundary. This relationship is expressed in the second proposition.
P2: the security value of intelligent threat detection in metaverse environments is
contingent upon its extension through cyber-physical integration mechanisms, since
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detection confined to virtual layers alone cannot secure ecosystems in which incidents
propagate between physical systems and their digital representations.

The digital twin and cyber-physical infrastructure cluster occupies the boundary
between Motor and Basic Themes, functioning as the connective layer of the
framework. Its transitional position is theoretically meaningful rather than incidental,
because this layer generates the continuous behavioural, spatial, and transactional
data streams upon which decentralised trust mechanisms operate. Identity verification,
anomaly recognition, and privacy-preserving analytics all require the persistent data
foundation that cyber-physical integration supplies. This dependency is expressed in
the third proposition. P3: cyber-physical integration supplies the data foundation upon
which decentralised trust and privacy-preserving governance mechanisms depend,
such that the developmental maturity of the trust and governance layer is partially
conditioned by advances in cyber-physical integration.

The artificial intelligence, blockchain, privacy, and secure metaverse
technologies cluster occupies the highest position in the framework because it
performs the translation function through which technical capability becomes user-
facing trust. Detection mechanisms identify threats, but governance mechanisms
determine whether digital identities are verifiable, virtual assets are protected,
biometric data remains confidential, and platform accountability is enforceable.
Its position at the boundary between Niche and Motor Themes indicates that this
translation function is actively consolidating but has not yet reached full maturity.
This mediating role is expressed in the fourth proposition. P4: decentralised trust and
privacy governance mediate the relationship between technical security capability
and ecosystem trustworthiness, such that improvements in detection capability alone
do not produce trustworthy metaverse ecosystems in the absence of corresponding
governance mechanisms.

Taken together, the framework specifies that metaverse cybersecurity emerges
not from any single cluster but from a layered dependency structure in which
infrastructure resilience conditions detection capability, detection capability extends
through cyber-physical integration, and integration supplies the evidentiary basis for
decentralised governance. The developmental positions identified in the thematic
map are consistent with this ordering, revealing a systematic asymmetry across
the four layers: the detection core is developmentally mature, the integration layer
remains transitional, and the governance layer is still consolidating. This asymmetry
constitutes the principal diagnostic contribution of the framework, indicating that the
current bottleneck in securing metaverse ecosystems lies not in detection capability
but in the integration and governance layers through which that capability is translated
into trustworthy immersive environments. The four propositions are directly testable
and provide a structured foundation for subsequent empirical investigation using
platform case studies, practitioner surveys, or incident-based analyses.

5. Conclusion

This study provides a comprehensive bibliometric assessment of research at the
intersection of cybersecurity, machine learning, and metaverse-related technologies
using a PRISMA-BiB-compliant procedure and Biblioshiny-based performance
analysis and science-mapping. The expanded search strategy produced a final
dataset of 359 Scopus-indexed articles, enabling the examination of annual scientific
production, cited reference—author—keyword relationships, keyword development
over time, trend topics, co-occurrence structures, and thematic maturity. Metaverse
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security was positioned as a central analytical domain through the inclusion of
virtual reality, extended reality, augmented reality, avatars, digital identity, immersive
environments, virtual worlds, digital twins, and blockchain security.

Research activity increased substantially during the observation period, with
particularly rapid growth after 2023 and a publication peak in 2025. The intellectual
structure of the field reflects the convergence of established cybersecurity knowledge
with machine learning, network protection, digital twins, blockchain, the Internet of
Things, and immersive technologies. Temporal analysis further shows a transition
from foundational infrastructure-oriented topics toward Al-enabled detection,
privacy-preserving intelligence, predictive analytics, decentralized trust, and secure
virtual environments.

The co-occurrence network identified four interconnected thematic clusters:
core cybersecurity and intelligent threat detection; artificial intelligence, blockchain,
privacy, and secure metaverse technologies; digital twin and cyber-physical
infrastructure security; and specialized smart energy and critical infrastructure
security. The thematic map indicates that cybersecurity, network security, and virtual
reality function as well-developed Motor Themes, whereas artificial intelligence and
machine learning occupy a transitional position between Niche and Motor Themes.
Digital twins, learning systems, and anomaly detection appear between Motor and
Basic Themes, whereas blockchain, the Internet of Things, cyberattacks, and related
concepts represent emerging or conceptually transitioning areas.

The theoretical contribution of this study lies in the proposed relational
conceptual framework, which advances beyond descriptive classification by
specifying the directional dependencies among the four thematic clusters. Rather
than presenting metaverse cybersecurity as a set of parallel research areas that jointly
contribute to a common outcome, the framework identifies a layered dependency
structure governed by four propositions. Infrastructure and energy resilience operates
as a boundary condition constraining all higher-order security capabilities (P1).
Intelligent threat detection, although developmentally the most mature component
of the field, delivers security value in immersive contexts only when extended
through cyber-physical integration mechanisms (P2). Cyber-physical integration in
turn supplies the continuous behavioural, spatial, and transactional data foundation
upon which decentralised trust mechanisms depend (P3). Decentralised trust and
privacy governance then mediate the translation of technical detection capability into
ecosystem trustworthiness, such that advances in detection alone are insufficient to
produce trustworthy immersive environments (P4).

The principal diagnostic value of this framework derives from the developmental
asymmetry it reveals. The thematic map positions establish that the detection core has
achieved Motor Theme status, whereas the integration layer remains at the Motor—
Basic boundary and the governance layer continues to consolidate at the Niche—
Motor boundary. This ordering indicates that the current constraint on securing
metaverse ecosystems is not a deficiency in detection capability but the comparative
immaturity of the integration and governance layers through which that capability
must be translated into verifiable identity, protected assets, and enforceable platform
accountability. This finding carries a direct implication for research prioritisation:
continued investment in algorithmic detection performance, while valuable, is
unlikely to yield proportionate gains in ecosystem trustworthiness unless matched
by corresponding development in cyber-physical integration and decentralised
governance mechanisms. The four propositions are formulated to be directly testable
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and provide a structured agenda for subsequent empirical validation.

The practical implications are relevant to researchers, policymakers, platform
developers, cybersecurity professionals, and digital infrastructure providers.
Investment in machine learning-based monitoring, privacy-preserving analytics,
blockchain security, identity assurance, and cyber-physical resilience is essential
for protecting virtual assets, avatars, behavioral data, immersive transactions, and
interconnected infrastructures. The study remains limited by its reliance on English-
language Scopus-indexed journal articles and the inability of bibliometric methods
to assess the theoretical depth and methodological quality of individual publications.
Future research may extend the analysis through additional databases, longitudinal
comparisons, content-based reviews, and empirical validation of integrated metaverse
cybersecurity frameworks.

Future research should examine how artificial intelligence, machine learning,
federated learning, predictive analytics, and anomaly detection can be integrated
into metaverse cybersecurity architectures. The priority areas include avatar and
digital identity verification, virtual asset protection, immersive phishing detection,
blockchain and smart-contract security, privacy-preserving analysis of behavioral and
biometric data, and threat mitigation across digital twins, the Internet of Things, and
cyber-physical systems. Empirical studies should also investigate human-centered
risks, including trust formation, social engineering, security awareness, behavioral
manipulation, and user responses to automated security interventions in immersive
environments. Empirical validation of the four propositions advanced in this study
represents a particularly productive avenue. Proposition P1 may be examined through
infrastructure disruption case studies on large-scale immersive platforms; P2 through
comparative evaluation of detection architectures operating within virtual-only versus
cyber-physically integrated environments; P3 through analyses of how digital twin
data availability conditions the performance of privacy-preserving trust mechanisms;
and P4 through practitioner surveys or platform-level studies examining whether
detection performance predicts user trust independently of governance maturity.

Comparative and interdisciplinary research is required to clarify how regulatory
frameworks, platform governance, organizational resilience, ethical principles, and
technological infrastructure influence metaverse security across countries, industries,
and application contexts. Future studies should develop and empirically validate
integrated metaverse cybersecurity frameworks that combine intelligent threat
detection, decentralized trust, identity governance, privacy protection, infrastructure
resilience, and human oversight. Methodological extensions may incorporate
additional bibliographic databases, longitudinal thematic comparisons, systematic
content analysis, and mixed-method designs to evaluate the theoretical development,
practical effectiveness, and contextual applicability of emerging metaverse security
solutions.
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